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Abstract— The management of one-to-one business interaction customers’ profiles. For these providers, the main purpése o
is challenged by the latency in the acquisition of information  sharing customer information with other (trusted) parigs
about the individual customer’s preferences. Although sharing that of acquiring information about unknown customers t(firs

this type of information would empower service providers to i isit fl ired t h fi
personalize the interaction with new customers since the first ime visitors) or recently acquired customers, whose @®fi

connection, this idea can be hardly applied in real cases if the are not yet complete.
service provider cannot protect the data it has acquired from In this paper, we propose a framework supporting a
competitors and select the trusted parties from which it wants ~gntrolled propagation of customer information among e-
to receive information. o .

As a solution. we propose a framework suoporting the con- commerce applications. The framework includes a Trust Man-

; prop pp 9 - .

trolled sharing of customer information between e-commerce 2gément System that enables the administrators of individu
applications. Our framework includes two main components: 1) Service providers to specify their trust relationshipswather
a Trust Management System (running off-line with respect to the providers and to examine the set of service providers édigib
information sharing service), which enables the service provider for information sharing, possibly modifying it by addingdan

administrator to specify restrictions on the service providers 10 o ing individual service providers. Moreover, the feam
be considered as trusted parties; 2) a User Modeling Agent,

which manages the propagation of customer data between service WOTK includes a User Modeling Agent that coordinates the
providers, given their trust relationships. The User Modeling €xchange of customer information according to the netwérk o

Agent also takes care of combining the customer information declared trust relationships: when a service provider estpu
provided by the trusted parties in order to generate an overall jnformation about a customer, the User Modeling Agent
view of the customer preferences. merges the information provided by the trusted parties &to
user model ready to be exploited for personalization puapos

From the viewpoint of trust management, our framework

Various techniques have been applied in Web-based stogegiples the service provider administrator to select pestn
and electronic catalogs to personalize the recommendatigh information sharing both at the individual level and fag t
of products; see [1], [2], [3], [4]. For instance, collabve ¢|ass level (on the basis of their features). More generally

filtering [5] steers the recommendation of goods by analyziframework has the following advantages:
the similarities in the purchase histories of different peo

Moreover, content-based filtering (e.g., see [6]) recondseen
goods having properties that the individual customer prete
in the past. In all cases, the customer’s behavior has to be
observed for some time in order to acquire a user model
describing her preferences. Thus, a delay occurs before the
service provider application personalizes the interactian
effective way.

Indeed, the preference acquisition process can be spepded u
if the service providers exchange their customer inforamati
with one another. For instance, if two book sellers trustheac
other, they might share the user models describing thei cus
tomers in order to increase the knowledge about the common
customers and to extend the set of visitors they can handle as
known ones. In Business to Customer e-commerce, sevdrathis paper, we will focus on the Trust Management System,
service providers already exploit their own user modelinghich provides the basis for the customer information propa
systems to analyze clickstream data and locally manage thgation, and we will only sketch the main aspects of the User

I. INTRODUCTION

« Service providers are supported in the information shar-
ing by a trusted third party (the User Modeling Agent).
Service providers do not need to modify the core of their
applications when they register for information sharing.
In fact, each application may continue to exploit its own
personalization system: the application may personalize
the interaction with an individual customer by exploiting
its local user model, the model provided by the User
Modeling Agent, or it may integrate the two models.

« A service provider not equipped with its own user model-
ing system may question the central User Modeling Agent
when it needs information about a customer and exploit
the returned information for personalization purposes.

M. Baldoni, F. De Paoli, A. Martelli, and A. Omicini (Eds.): WOA 2004 — Dagli Oggetti agli
Agenti, Sistemi Complessi e Agenti Razionali, Torino, Italy, November 29" — December 1
2004. Pitagora Editrice Bologna. ISBN 88-371-1533-4. ht t p: / / woa04. uni to. it
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Fig. 1. Framework Architecture.

Modeling Agent. The rest of this presentation is organizg@]) is defining a standard representation language for the
as follows: Section Il outlines some basic issues concgrniapecification of privacy preferences and privacy managémen
customer information sharing between heterogeneouscapplipolicies. The ultimate goal is to enable the specification of
tions. Section Ill describes the architecture of our framew privacy preferences at the customer side (e.g., in the user
and the regulation of the propagation of information froragent of a Web browser) and the automated verification of
service provider to service provider. Section IV descrithes the acceptability of the policies adopted by the web sites th
management of trust relationships between service prmiideauser is visiting.

Section V compares our proposal to related work. Section VI o5 far as the binding task is concerned (item 2 above),
discusses possible extensions to our work and closes tlee. pagpis is very a complex issue and has usually been addressed
by adopting ad hoc solutions. However, the current attempts
to solve this issue tend to propose standard ontologies for
In the development of a service supporting customer infahe representation of user information and preferencets wi
mation sharing between applications the following issues ahe goal to make applications exploit a uniform represénat
relevant: language for the description of their users. Specificatiythie
1) In the propagation of the information, privacy preferP3P proposal, a user information ontology has been defined to
ences have to be taken into account [7], [8]. For instanagescribe basic customer data such as contact addresses, soc
a customer might want to make her personal data availemographic information and clickstream data. Moreowver, i
able only to the service providers she is interacting witlorder to enable service providers to declare the kind of user
she might allow the propagation to providers belongingreference they want to collect, the ontology can be exinde
to restricted categories, such as book sellers, or siwéh additional concepts. This means that standard pnefere
might restrict the propagation of her personal data untologies can be developed for the main sales domains,
service providers conforming to privacy policies [9]. similar to the representation of products in the RosettaNet
2) Ontology mapping issues have to be addressed in ordfgtiative [10]. Furthermore, in the research about Semcant
to enable the propagation of information in an opeWeb, complex ontologies are being proposed to represdnt ric
environment. user preference information; e.g., see [11], [12].

3) The information collected by each application has to be |n the rest of this paper, we will focus on the third issue,
propagated to other applications according to specifighich has been relatively unexplored. For simplicity, wél wi
trust rela.tionShipS. For inStance, a service prOVider Mapsscribe the user preferences in a trivia‘leature’ value
impose accessibility restrictions on the information ifepresentation language, as the focus of this presentation
collects, or it may be interested in receiving informatiofs in the controlled propagation of information, not on the
from selected sources. For instance, a book seller mighfd of exchanged data. Moreover, given the trend towards
want to share information only with other book sellerghe standardization of ontologies, we will assume that the
and to ignore data acquired by music sellers. Moreoveser Modeling Agent adopts a general ontology and that
it might not want to share information with some parthe applications registered for information sharing adapt
ticularly untrusted book sellers. subset of that ontology, without handling ontology mapping

The issues described in the first two items above are addresssues. Finally, we will assume that customers do not impose
in initiatives that are proposing standard solutions to ley restrictions on the propagation of their personal data
adopted by the applications. For instance, the Platform falthough we believe that our framework can be extended
Privacy Protection initiative of the W3C Consortium (P3Ro manage privacy preferences by conforming to the P3P

Il. BACKGROUND
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Cust onmer preferences: . .
Books: P 0 denotes total lack of confidence (no evidence about the

history: (Int:[0,1], Confidence:[0,1]); preference is available) and 1 denotes absolute confidence

science: (Int:[0,1], Confidence:[0,1]); ; ; ;
scienceFiction: (Int:[0,1], Confidence:[0,1]); in the eSFlmatlon' .
literature: (Int:[0,1], Confidence:[0,1]); The confidence degree enables the User Modeling Agent

to correctly integrate the information provided by the
Musi c:

rock: (Int:[0. 1], Confidence: [0,1]): ap_pllcatlons. In fact, each application is Ilkely to prawid
jazz: (Int:[0,1], Confidence:[0,1]); evidence about few user preferences, leaving the other
disco: (Int:[0,1], Confidence:[0,1]); unknown and this is represented by setting the confidence
o to O.

Similar to the approach adopted in other application domain

(e.g., TV recommenders [13], [14]), the ontology is orgadiz

in a hierarchical way, as a tree of concepts, which supports

a rather straighforward propagation of the interest andicon

dence information between concepts.

11l. ARCHITECTURE OF OURCUSTOMER INFORMATION At the core of the architecture, thdser Modeling Agent
SHARING FRAMEWORK manages the registered applications. The agent exploits a

- - ervice provider DBstoring information about the applications
Before describing the Trust Management System, it is Worfh b 9 bp

. ) . T egistered for customer information sharing. As descrilmed
sketching the architecture of the customer informatiorriaba 9 g

) hich irols th " finf tion b the following section, a registration service (the TrustrMa
Service which contro's the propagation ot information teew agement System) enables service providers to join the set of
registered service providers.

. . registered applications and to specify trust relatiorshifith
We have designed a User Modeling Agent devoted gis ppiications specify trus lorts it

dinating th i £ inf tion bet _{Re other service providers. The User Modeling Agent exploi
coordinating thé propagation of information DEWeen Sy, o o relationships to constrain the propagation of custom

providers, by ta"if‘g their mutual trust reIation;hips ir‘t(ﬂﬁformation within the pool of registered applications.
account. The architecture supports the cooperation betweeWhen an applicatiors P invokes the User Modeling Agent

heteroge(:jnT_ous appllcano?fs, t[}? t may (may nott) fef[(r? IO'CaItIOto acquire the preferences of a custorigrthe agent selects
user modeling component tor the management of the custo trusted applications and requeéts user models. Then,

proﬁles_.. Our U.ser Modellng Agent Is also re;ponsml_e f%e agent synthesizes the customer preferences, it geserat
reconciling the information provided by the service prerel the user model including the information needed$% and

by merging 'the alter'native user models ".‘ or'dgr to gen.e'kme Sends the information t6P. The exchange of data between

pref_erence mformatlon_needed by egch individual apptioat service providers and User Modeling Agent is carried out by
Figure 1 shows the high-level architecture of ourframewortgneans of SOAP messages storing the user models

Thg figure shqws a scgnario where four serv_ice .providers havqn order to merge the user preferences collected by differ-

registered for information sharmg. Each apphcaupn hhchl ent providers, the identifiers selected by the customer when

databasedustomer DB storing its own customer information registering for the various services have to be related ® on

and may exploit a local user modeling componeung to another. As the identification of the customer across differ

manage the user models._The local user modellng Compongﬁblications is a very complex issue, global identifiersehav
is shown as a small box within the application rectanglehe t heen proposed, e.g., in the Microsoft Liberty Alliance padj

example, three applications have their own componentr(pleﬁ5]. In our work, we adopt the global identifier approach:

boxes), while one applicatiomgplication 2 only exploits the the User Modeling Agent maintains a centealer model DB

preference information provided by the User Modeling Ager%ttoring, for each customer, the identification data sheredte

(dashhed box). ‘ lodef h ._when she registered at a service provider’s site. In theralase
The customer preference ontologgfines the representationys , g0ha| identifier (e.g., for customers who did not accept

of preferences adopted in the User Modeling Agent and in tgeglobal passport and who registered for a service before

reglstergd apphcatlon_s. As th? User .Modelmg Aggnt must ti)[‘:"registered for information sharing), multiple idergsi are
able to integrate the information retrieved from differset- treated as different customers

vice providers, the ontology is organized in subparts dieisgy
the customer preferences in different domains, e.g., tles s& IV. TRUSTMANAGEMENT

books, music, and services such as insurance agenciese FiguThe trust relationships are specified by the service provide
2 shows a portion of the ontology related to the books ar@iministrators when they register for customer infornmatio
music sales domains. For each concept: sharing and are stored in tteervice provider DBmanaged
« The preference is represented as an interest degree thathe Trust Management System and exploited by the User
takes real values in [0, 1]. The 0 value denotes total ladkodeling Agent at information propagation time.
of interest, while 1 denotes maximum interest. Similar to policy-based approaches [16], we adopted a
« The confidence degree describes the reliability of thmncise and declarative representation of trust relatipss
estimated interest: it is a real number in [0, 1], wherbased on the specification of service provider features &nd o

Fig. 2. Portion of the Customer Preference Ontology.

platform specifications without major problems.
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Fig. 4. Trust Management System: Introduction of Informatibow a Service Provider.

conditions on the propagation of data. However, we adoptkst of parties to which the information sharing framework
an explicit trust management technique, based on the amalywopagates the data.

of trusted party lists, instead of automatically providaagess o . .

certificates. The reason is that, in an open e-commerceogavir™: Description of Service Providers

ment, the set of service providers having the right to rectie Each service provider is described by the following data,
information collected by a service provider cannot be definestored in a table of theervice provider DBsee Figure 3 for
by means of necessary and sufficient conditions. More speafsample descriptor):

ically, restriction conditions can be defined to select g®af 1) |dentification data: name, address, social security number,
entities eligible for information sharing. However, a dng-

one analysis is needed to revise the groups according to #)ecategorization each service provider is classified in one
requirements of the individual service provider, who maywaor more categories. A taxonomy specifies the service provide
to exclude candidates for business purposes. Notice teat #fises handled by the User Modeling Agent; elgppkSeller
evaluation of trust at the instance level is important ndy onyysicSellerand insuranceAgent

because the customer information is very precious, but algp Features number of subscribers, Quality of Service, ...
because its dissemination is regulated by severe privdes ru) Trust relationships. These relationships are stored in
that make both the service provider (as collector of pefsongparate fields, each one including one or more (alterpative
data) and the middle agent(s) supporting information slgarire|ationships, separated by commas:

responsible for any misuse of such data. Thus, each servicg TAKE Conditions for the selection of the applications
provider administrator must be enabled to inspect and modif

b idi | feature-based trust relationaht from which the service provider wants to receive cus-
(by overriding general feature-based trust relationghtps tomer information and degree of trust in the information.

— The conditions are well-formed boolean expressions

L and may include categories and restrictions on the
Identification data:

D SP1L: values of the service provider features.

Nane: BookLand; — The degree of trust is a real value in (0,1]. The

URL: http://ww. bookLand. com value 1 denotes absolute trust, while values near to
Cat egor i zati on: bookSel | er: 0 denote_z lack of trust, i.e., the prov_|der ignores the
Feat ur es: information coming from those providers.

Nunber Of Subscri bers:  3000; « NOT-TAKE Conditions for the selection of the appli-
Trust rel ationshi ps: cations from which the service provider does not want

TAKE: {(bog;gelbl er SR rmvioggel I )er) ANE to receive information. These conditions have the same

nr ubscri bers>1 D, L. . . f

NOT- TAKE: {musi cSel ler, ...} format as_th_e previous ones but the trust degree is omitted

G VE: {bookSeller OR novieSeller, ...} because it is by default equal to 0.

NOT-G VE: {insuranceAgent, ... } « GIVE: Conditions imposed by the service provider on

the dissemination of customer information to other ser-
Fig. 3. Sample Service Provider Descriptor. vice providers. These conditions are well-formed boolean
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Fig. 5. Trust Management System: Definition of Trust Relatijrs

expressions and may include categories and restrictionsstomer information provided by the service under specifi-
on the values of the service provider features. cation? In particular, the system enables the administrator to
« NOT-GIVE Conditions for the selection of applicationsinclude/exclude specific categories of applications, irega
to which the service provider does not want to deliver it iinimum/maximum number of customers, or number of years
own customer information. The conditions have the saneé activity in internet, and include/exclude specific maikg
format as theGIVE ones. areas. Similar pages are generated to support the definition
Notice that by definingAKE andNOT-TAKErelationships, conditions on the retrieval of customer information frorheat
the service provider assesses the usefulness and theyapfalitservice providers. The system assists the administrattvein
the preference estimates that might be provided by the ott&ecification of trust relationships by performing coresisy
applications. For instance, tHBAKE field of the descriptor checks on the defined trust conditions. For instance, thesam
of Figure 3 specifies that th@&ookLand service provider condition cannot be specified both in t#VE and theNOT-
only trusts the information provided by book sellers an@IVE fields.
movie sellers having at least 1000 subscribers. Moreoker, t Given the trust relationships specified by the administrato
NOT-TAKE field specifies that no feedback about customéBIVE, NOT-GIVE, TAKEand NOT-TAKEfields of the de-
preferences has to be taken from music sellers. scriptor), the Trust Management System generates three tru
relationship listsGIVE-IND, NOT-GIVE-INDand TAKE-IND,

B. Management of the Service Provider Descriptors by analyzing the descriptors of the other service providers
The descriptor of a service provider is filled in by itge.g., see Figure 6). Specifically:

administrator at registration time. In order to facilitatds « The GIVE-IND list is generated by selecting the service
activity, we have developed a Trust Management System that providers that satisfy at least oi@VE condition, that

offers a graphical user interface for the introduction oé th do not satisfy anyNOT-GIVE condition and that do not
features of the service under specification and the comditio trust any untrusted service provider (i.e., the transitive

of the trust. reIationships. This §ystem stores informagibaut closure of theGIVE-IND relationship does not include
all the registered service providers and manages the networ any untrusted provider).

of trust relationships by summarizing them, in order to SWpp | The NOT-GIVE-INDis generated by subtracting the ap-
an efficient propagation of information between appliaagio

Figure 4 shows a portion of the user interface of thelwe assume that the service provider administrator fills in tiven$ by
Trust Management System, concerning the introduction gypviding correct data. The provision of false identitissai legal problem
information about an individual service provider. At thghi T2t 6ot be handled at the technical level.
side, the screenshot shows a portion of the registratiom for
("Nome” - name; "Subscribers”, "Anni in internet” - years ofl b: SP1; o
activity in internet, etc.). At the left side, a window showd'USt relationships:

: ] ) ; X TAKE-IND: {(SP2, 1), (SP10, 0.5), (SP45, 0), ...}
the list of the registered service providers. Figure 5 shows G ve-IND: {SP2, SP10, ...}
another page, supporting the definition of trust relatigrsh NOT- G VE-IND: {SP3, SP8, ...}

The service provider administrator is guided in the defniti
of trust conditions that specify which applications can tse Fig. 6. Trust Relationships between Individual ServicevRiers.


baldoni
9


10

TABLE |

C. Summarizing Trust Relationships
SUMMARY OF TRUST RELATIONSHIPS FORINFORMATION SHARING.

Although the GIVE-IND, NOT-GIVE-INDand TAKE-IND
lists provide complete information about the trust relagioips
between pairs of service providers, they fail to support the

_TRUST TABLE
| Destination | Source | Filter |

SP1 SP2 | 1.0 . . .

SP1 sP3 1 0.0 efficient propagation of the user models at run-time. In,fact
SP1 SP4 0.6 each time the User Modeling Agent has to propagate the
SP2 customer information from a service providgP; to another

one SP;, the agent should check:
o WhetherSP; satisfies theGIVE restrictions specified by
SP;, and
plications in theGIVE-IND list from the complete set of  ° to which extentSP; is trusting the information provided
registered applications by SP; (trust level inSP;’s TAKE-IND restrictions).

« The TAKE-IND list includes all the registered servicen Order to support the efficient propagation of information
providers and specifies, for each one, the level of tru@gtween service providers, we have decided to pre-compile
in the customer information they provide. This is a reg€ trust relationships: in theervice provider DBa TRUST
number in [0, 1] and has the same meaning adopted in {igble summarizes the trust relationships existing betwaken
TAKE field of the descriptor. Untrusted service providerd€ registered service providers; see Table I. The tabkeaits
have a O trust level. from the details of theGIVE and TAKE relationships, which
The level of trust associated to service providers [§Presentunilateral viewpoints on the propagation ofrimf
computed as follows: each service provider that satisfi@n. and describes the weight of the information providgd b
at least oneTAKE condition, does not satisfy aryfOT- the various applications in the generation of the user model
TAKE condition and does not trust any service providéPr each service provider. More specifically, in the table:
satisfying aNOT-TAKEcondition has level equal to the « The Destinationcolumn represents the service provider

minimum value associated to the provider by means of
the TAKE conditions. All the other service providers e
receive a level of trust equal to 0. For instance, consider
the TAKE and NOT-TAKEconditions reported in the de-

receiving the information.

The Source column denotes the service provider that
should provide the information.

The Filter column includes real values in [0, 1] and

specifies to which extent the information provided by
the source application must be taken into account when
integrating the customer’s preferences to be sent to the
destination application. As usual, if the filter takes a ealu
close to 1, this means that the information provided by the

scriptor of SP1in Figure 3. A service provider classified
both as abookSellerand movieSellerwould receive a
0 level of trust because it satisfies a condition reported
in the NOT-TAKEfield. Notice that these conditions are
evaluated in a pessimistic way (minimum value) because
they are associated to the quality and usefulness of the source has to be propagated to the destination. Moreover,
customer information that is going to be received by a if the filter is 0, no information has to be propagafed.
service provider. If some characteristics of an applicatiorThe TRUST table is generated and revised off-line by our
have the potential to introduce noisy data, or irrelevafrust Management System. The revision process is launched
data, the quality of its contribution is reduced. periodically, in order to update the table according to the
changes in the pool of registered service providers; eayy, n
The generation of these lists is aimed at presenting detdfgistrations, removals, changes in the descriptors.
about the_trusted_and un_trusted appli(_:gtions registered 9 Run-time Customer Information Sharing
customer information sharing. By exploiting the Trust Man-
agement System, the administrator of a service provider o . .
may inspect and modify (also by overriding the trust relatio an_application SF; invokes the User Modeling Agent to

ships that have been defined) the lists of service providé/fér'eve |nfo_rmat|on about a customers preferences, _the
receiving information fromSP or providing information to gent exploits theTRUSTtable to select the service providers

SP. Therefore, the administrator may periodically check thté) be cor?tacted..OnIy the appll.cat|0ns whose filter is pasiti
re considered in the generation of the user model and the

set of registered service providers and update the lists a5 S . .
include and/or exclude new applications. This is imporfant value of the filter is exploited to merge the preference eitis

two reasons: first, the administrator needs to treat indalid provided by the applications. Specifically, the User Matlgli

service providers in a special way (e.g., to trust a providé ent should retriev€"s preferences from the other registered

belonging to a generally untrusted category and vice Versg?pllcanons according to the following principles:

Second, as time passes, the set of registered applicatiaps m2The filter takes the 0 value if the destination applicatiorinighe NOT-

book I iah I . I d source in theTAKE-IND list is 0. Otherwise, the filter takes the trust level
@ _OO se .er mignt Start. to sell music, as well) an neg;\{)ecified in theTAKE-IND list and thus corresponds to how strongly the
service providers may register.

destination application trusts the quality of informatigoyided by the source.

The idea behind customer information sharing is that, when
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1) The bidirectional trust relationships betwegt®; and The formula (i) enables the User Modeling Agent to merge
the other applications stored in tA&RUSTtable guide the information provided by the various applications adoay
the identification of the subset of applications to b& the service providers’ requirements, but also on theshasi
considered by the User Modeling Agent and specifgf a subjective evaluation of the reliability of the provite
SP;’s trust in the provided informationH{ter field of information. As confidence values are associated to indalid
the table). preferences, they may change from invocation to invocation

2) Within the set of selected applications, only those hgwirdepending on the observations of the customer behavior car-
C as a registered customer have to be considered. ried out by the applications.

3) The fact thaC' has registered in an applicatioiP; does
not mean thatS P; has already acquired any preference V. DISCUSSION ANDRELATED WORK

information aboutC'. Some policy-based approaches [16] have been proposed
In order to take the first two factors into account, the Us@s manage the trust relationships between applications and
Modeling Agent consults th&RUSTtable to select a set of to regulate the access to shared resources and data. For
candidate applications and it queries thger model DBto instance, the framework described by Kagal and colleagues
identify the applications that hav€ as a registered customer[17] supports the automatic and distributed management of
The agent exploits thEilter information stored in thdRUST access rights to resources and information. The framework
table to tune the influence of their customer information I& imp|emented in a |anguage Supporting the Specification of
the generation of the user model. The trust level has to b@ontic concepts, such as rights and prohibitions to perfor
taken into account when combining the contribution of thgctions. Suitablesecurity agentsipply the defined policies to
applications to the generation of the model. Ideally, thsted grant or cancel access and delegation rights to groups ofsge
applications should stronfly influence the generation of thg a controlled way, by delivering certificates.
user m0d8|, while the less trusted ones should margina”y”]deed’ the purpose of our work differs from Kaga| et al’s

influence the process. . _work [17], [18], in relation to the type of rights we aim at
As far as the third factor is concerned, the contribution i@gulating.

jemger;etr)atlor ofttf;e duser n}g?nel (t:arifd byn;eiglc: Zﬁp;lncatlon. Kagal et al. control different types of actions that the
the urf)vidZdairsw?or;a?ionacggnfidgncc; ds fe?e asii Cnec(i) by the applications may perform on the resources, such as "read-
prov . ( X 9 9 y ing”, “writing”, “executing” a file. Instead, we are only
application, given the amount of evidence about the custome S w L
; L concerned with “reading” rights.
at disposal). As specified in tlaustomer preference ontolagy
each customer preference has an associated confidence,degre

At the same time, however, our framework enables the
o . o lications t fine restrictions on the t f infor-

describing the reliability of the information, i.e., whettthere applications to define restrictions on the type of info

is evidence about the provided information or not.

mation they want to receive and controls the information

flow accordingly.
We have selected a weighted addition formula to combine

the information about the customer preferences provided by VI. CONCLUSIONS ANDFUTURE WORK

the applications invoked by the User Mod_eling Ag_ent. FOr \We have presented a framework for customer information
each requested preferen£t the agent combines the interesky, » jng that supports the controlled propagation of infiam
estimates pi?"'ded by the trusted applicatioif as fOHOW.S: among service providers. Our framework includes a regis-
Int-P = [3 5 MIN(trustij, conf;) x Int-Psp;}/6 () tration service (the Trust Management System) exploited by
whered = 377 MIN (trust;, conf;) service providers in order to join the pool of applicatiohars
In the formula: ing information with one another. Moreover, the framework
« Int_P is the interest value foP generated by the Userincludes a User Modeling Agent that controls the informatio
Modeling Agent, given the contribution of the invoked!ow between applications and reconciles the informatian pr
service providers; vided by the various service providers in order to genetade t
« n is the number of invoked applications; preference information needed by the requesting applicati
« trust;; represents how strongl§P; trusts SP; (i.e., it ~ We have developed a proof-of-concept implementation of
is the Filter associated t& P; in SP;’s TRUSTtable); the customer information sharing framework that suppdms t

« conf; denotes the confidence associated to the inter&§fvice provider administrator in the introduction of info
by SP;; mation about service providers and trust relationshipe Th

. § is applied to normalizdnt_P in [0, 1]. framework is based on Java and uses JDBC technology to
For each invoked applicatiosP;, the contribution to the connect to the database where the trust information is éstore

computation of the interest value faP is thus weighted in the corresponding tables. _ .
according toSP;’s trust level inSP; and toSP;'s confidence ~ Our framework handles bidirectional trust relationships t
in the estimated preference. The minimum of the two valuggdress the fact that service providers may want to:

is exploited to define the impact of the estimate according toe. control the dissemination of information by imposing
a Fuzzy AND restrictions on the service providers that will receiveaglat
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« impose restrictions on the service providers from which

they want to receive information, in order to filter out

irrelevant information sources available through the in-

formation sharing service.

As already specified, we have left the management of the
customers’ privacy preference aside, assuming that the cus
tomers do not impose restrictions on the disseminationeif th
personal data. In our future work, we will extend our proposajs)
to the treatment of customer preferences, which can be done

without major architectural changes. Specifically, takthg

P3P specifications into account, theer model DBhandled
by the User Modeling Agent could be extended to store

the individual customer’s privacy preferences. Moreoviee
overall service should require that, at registration tirties

service providers publish their own P3P privacy policieavH
ing this information available, the User Modeling Agent ltbu

12
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