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Abstract— The management of one-to-one business interaction
is challenged by the latency in the acquisition of information
about the individual customer’s preferences. Although sharing
this type of information would empower service providers to
personalize the interaction with new customers since the first
connection, this idea can be hardly applied in real cases if the
service provider cannot protect the data it has acquired from
competitors and select the trusted parties from which it wants
to receive information.

As a solution, we propose a framework supporting the con-
trolled sharing of customer information between e-commerce
applications. Our framework includes two main components: 1)
a Trust Management System (running off-line with respect to the
information sharing service), which enables the service provider
administrator to specify restrictions on the service providers to
be considered as trusted parties; 2) a User Modeling Agent,
which manages the propagation of customer data between service
providers, given their trust relationships. The User Modeling
Agent also takes care of combining the customer information
provided by the trusted parties in order to generate an overall
view of the customer preferences.

I. I NTRODUCTION

Various techniques have been applied in Web-based stores
and electronic catalogs to personalize the recommendation
of products; see [1], [2], [3], [4]. For instance, collaborative
filtering [5] steers the recommendation of goods by analyzing
the similarities in the purchase histories of different people.
Moreover, content-based filtering (e.g., see [6]) recommends
goods having properties that the individual customer preferred
in the past. In all cases, the customer’s behavior has to be
observed for some time in order to acquire a user model
describing her preferences. Thus, a delay occurs before the
service provider application personalizes the interaction in an
effective way.

Indeed, the preference acquisition process can be speeded up
if the service providers exchange their customer information
with one another. For instance, if two book sellers trust each
other, they might share the user models describing their cus-
tomers in order to increase the knowledge about the common
customers and to extend the set of visitors they can handle as
known ones. In Business to Customer e-commerce, several
service providers already exploit their own user modeling
systems to analyze clickstream data and locally manage their

customers’ profiles. For these providers, the main purpose of
sharing customer information with other (trusted) partiesis
that of acquiring information about unknown customers (first
time visitors) or recently acquired customers, whose profiles
are not yet complete.

In this paper, we propose a framework supporting a
controlled propagation of customer information among e-
commerce applications. The framework includes a Trust Man-
agement System that enables the administrators of individual
service providers to specify their trust relationships with other
providers and to examine the set of service providers eligible
for information sharing, possibly modifying it by adding and
removing individual service providers. Moreover, the frame-
work includes a User Modeling Agent that coordinates the
exchange of customer information according to the network of
declared trust relationships: when a service provider requests
information about a customer, the User Modeling Agent
merges the information provided by the trusted parties intoa
user model ready to be exploited for personalization purposes.

From the viewpoint of trust management, our framework
enables the service provider administrator to select partners
for information sharing both at the individual level and at the
class level (on the basis of their features). More generally, our
framework has the following advantages:

• Service providers are supported in the information shar-
ing by a trusted third party (the User Modeling Agent).

• Service providers do not need to modify the core of their
applications when they register for information sharing.
In fact, each application may continue to exploit its own
personalization system: the application may personalize
the interaction with an individual customer by exploiting
its local user model, the model provided by the User
Modeling Agent, or it may integrate the two models.

• A service provider not equipped with its own user model-
ing system may question the central User Modeling Agent
when it needs information about a customer and exploit
the returned information for personalization purposes.

In this paper, we will focus on the Trust Management System,
which provides the basis for the customer information propa-
gation, and we will only sketch the main aspects of the User
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Fig. 1. Framework Architecture.

Modeling Agent. The rest of this presentation is organized
as follows: Section II outlines some basic issues concerning
customer information sharing between heterogeneous applica-
tions. Section III describes the architecture of our framework
and the regulation of the propagation of information from
service provider to service provider. Section IV describesthe
management of trust relationships between service providers.
Section V compares our proposal to related work. Section VI
discusses possible extensions to our work and closes the paper.

II. BACKGROUND

In the development of a service supporting customer infor-
mation sharing between applications the following issues are
relevant:

1) In the propagation of the information, privacy prefer-
ences have to be taken into account [7], [8]. For instance,
a customer might want to make her personal data avail-
able only to the service providers she is interacting with,
she might allow the propagation to providers belonging
to restricted categories, such as book sellers, or she
might restrict the propagation of her personal data to
service providers conforming to privacy policies [9].

2) Ontology mapping issues have to be addressed in order
to enable the propagation of information in an open
environment.

3) The information collected by each application has to be
propagated to other applications according to specific
trust relationships. For instance, a service provider may
impose accessibility restrictions on the information it
collects, or it may be interested in receiving information
from selected sources. For instance, a book seller might
want to share information only with other book sellers
and to ignore data acquired by music sellers. Moreover,
it might not want to share information with some par-
ticularly untrusted book sellers.

The issues described in the first two items above are addressed
in initiatives that are proposing standard solutions to be
adopted by the applications. For instance, the Platform for
Privacy Protection initiative of the W3C Consortium (P3P,

[9]) is defining a standard representation language for the
specification of privacy preferences and privacy management
policies. The ultimate goal is to enable the specification of
privacy preferences at the customer side (e.g., in the user
agent of a Web browser) and the automated verification of
the acceptability of the policies adopted by the web sites the
user is visiting.

As far as the binding task is concerned (item 2 above),
this is very a complex issue and has usually been addressed
by adopting ad hoc solutions. However, the current attempts
to solve this issue tend to propose standard ontologies for
the representation of user information and preferences, with
the goal to make applications exploit a uniform representation
language for the description of their users. Specifically, in the
P3P proposal, a user information ontology has been defined to
describe basic customer data such as contact addresses, socio-
demographic information and clickstream data. Moreover, in
order to enable service providers to declare the kind of user
preference they want to collect, the ontology can be extended
with additional concepts. This means that standard preference
ontologies can be developed for the main sales domains,
similar to the representation of products in the RosettaNet
initiative [10]. Furthermore, in the research about Semantic
Web, complex ontologies are being proposed to represent rich
user preference information; e.g., see [11], [12].

In the rest of this paper, we will focus on the third issue,
which has been relatively unexplored. For simplicity, we will
describe the user preferences in a trivial<feature, value>
representation language, as the focus of this presentation
is in the controlled propagation of information, not on the
kind of exchanged data. Moreover, given the trend towards
the standardization of ontologies, we will assume that the
User Modeling Agent adopts a general ontology and that
the applications registered for information sharing adopta
subset of that ontology, without handling ontology mapping
issues. Finally, we will assume that customers do not impose
any restrictions on the propagation of their personal data
although we believe that our framework can be extended
to manage privacy preferences by conforming to the P3P
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Customer preferences:
Books:
history: (Int:[0,1], Confidence:[0,1]);
science: (Int:[0,1], Confidence:[0,1]);
scienceFiction: (Int:[0,1],Confidence:[0,1]);
literature: (Int:[0,1], Confidence:[0,1]);
...

Music:
rock: (Int:[0,1], Confidence:[0,1]);
jazz: (Int:[0,1], Confidence:[0,1]);
disco: (Int:[0,1], Confidence:[0,1]);
...

Fig. 2. Portion of the Customer Preference Ontology.

platform specifications without major problems.

III. A RCHITECTURE OF OURCUSTOMER INFORMATION

SHARING FRAMEWORK

Before describing the Trust Management System, it is worth
sketching the architecture of the customer information sharing
service which controls the propagation of information between
registered service providers.

We have designed a User Modeling Agent devoted to
coordinating the propagation of information between service
providers, by taking their mutual trust relationships into
account. The architecture supports the cooperation between
heterogeneous applications, that may (may not) exploit a local
user modeling component for the management of the customer
profiles. Our User Modeling Agent is also responsible for
reconciling the information provided by the service providers,
by merging the alternative user models in order to generate the
preference information needed by each individual application.

Figure 1 shows the high-level architecture of our framework.
The figure shows a scenario where four service providers have
registered for information sharing. Each application has alocal
database (customer DB) storing its own customer information
and may exploit a local user modeling component (umc) to
manage the user models. The local user modeling component
is shown as a small box within the application rectangle; in the
example, three applications have their own component (plain
boxes), while one application (application 2) only exploits the
preference information provided by the User Modeling Agent
(dashed box).

Thecustomer preference ontologydefines the representation
of preferences adopted in the User Modeling Agent and in the
registered applications. As the User Modeling Agent must be
able to integrate the information retrieved from differentser-
vice providers, the ontology is organized in subparts describing
the customer preferences in different domains, e.g., the sales of
books, music, and services such as insurance agencies. Figure
2 shows a portion of the ontology related to the books and
music sales domains. For each concept:

• The preference is represented as an interest degree that
takes real values in [0, 1]. The 0 value denotes total lack
of interest, while 1 denotes maximum interest.

• The confidence degree describes the reliability of the
estimated interest: it is a real number in [0, 1], where

0 denotes total lack of confidence (no evidence about the
preference is available) and 1 denotes absolute confidence
in the estimation.
The confidence degree enables the User Modeling Agent
to correctly integrate the information provided by the
applications. In fact, each application is likely to provide
evidence about few user preferences, leaving the other
unknown and this is represented by setting the confidence
to 0.

Similar to the approach adopted in other application domains
(e.g., TV recommenders [13], [14]), the ontology is organized
in a hierarchical way, as a tree of concepts, which supports
a rather straighforward propagation of the interest and confi-
dence information between concepts.

At the core of the architecture, theUser Modeling Agent
manages the registered applications. The agent exploits a
service provider DBstoring information about the applications
registered for customer information sharing. As describedin
the following section, a registration service (the Trust Man-
agement System) enables service providers to join the set of
registered applications and to specify trust relationships with
the other service providers. The User Modeling Agent exploits
these relationships to constrain the propagation of customer
information within the pool of registered applications.

When an applicationSP invokes the User Modeling Agent
to acquire the preferences of a customerC, the agent selects
the trusted applications and requestsC ’s user models. Then,
the agent synthesizes the customer preferences, it generates
the user model including the information needed bySP and
sends the information toSP . The exchange of data between
service providers and User Modeling Agent is carried out by
means of SOAP messages storing the user models.

In order to merge the user preferences collected by differ-
ent providers, the identifiers selected by the customer when
registering for the various services have to be related to one
another. As the identification of the customer across different
applications is a very complex issue, global identifiers have
been proposed, e.g., in the Microsoft Liberty Alliance project
[15]. In our work, we adopt the global identifier approach:
the User Modeling Agent maintains a centraluser model DB
storing, for each customer, the identification data she entered
when she registered at a service provider’s site. In the absence
of a global identifier (e.g., for customers who did not accept
a global passport and who registered for a service before
it registered for information sharing), multiple identities are
treated as different customers.

IV. T RUST MANAGEMENT

The trust relationships are specified by the service provider
administrators when they register for customer information
sharing and are stored in theservice provider DBmanaged
by the Trust Management System and exploited by the User
Modeling Agent at information propagation time.

Similar to policy-based approaches [16], we adopted a
concise and declarative representation of trust relationships
based on the specification of service provider features and of
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Fig. 4. Trust Management System: Introduction of Information about a Service Provider.

conditions on the propagation of data. However, we adopted
an explicit trust management technique, based on the analysis
of trusted party lists, instead of automatically providingaccess
certificates. The reason is that, in an open e-commerce environ-
ment, the set of service providers having the right to receive the
information collected by a service provider cannot be defined
by means of necessary and sufficient conditions. More specif-
ically, restriction conditions can be defined to select groups of
entities eligible for information sharing. However, a one-by-
one analysis is needed to revise the groups according to the
requirements of the individual service provider, who may want
to exclude candidates for business purposes. Notice that the
evaluation of trust at the instance level is important not only
because the customer information is very precious, but also
because its dissemination is regulated by severe privacy rules
that make both the service provider (as collector of personal
data) and the middle agent(s) supporting information sharing
responsible for any misuse of such data. Thus, each service
provider administrator must be enabled to inspect and modify
(by overriding general feature-based trust relationships) the

Identification data:
ID: SP1;
Name: BookLand;
URL: http://www.bookLand.com;
...

Categorization: bookSeller;
Features:

NumberOfSubscribers: 3000;
...

Trust relationships:
TAKE: {(bookSeller OR movieSeller) AND

nrOfSubscribers>1000, 1), ...}
NOT-TAKE: {musicSeller, ...}
GIVE: {bookSeller OR movieSeller, ...}
NOT-GIVE: {insuranceAgent, ... }

Fig. 3. Sample Service Provider Descriptor.

list of parties to which the information sharing framework
propagates the data.

A. Description of Service Providers

Each service provider is described by the following data,
stored in a table of theservice provider DB(see Figure 3 for
a sample descriptor):

1) Identification data: name, address, social security number,
. . .
2) Categorization: each service provider is classified in one
or more categories. A taxonomy specifies the service provider
types handled by the User Modeling Agent; e.g.,bookSeller,
musicSellerand insuranceAgent.
3) Features: number of subscribers, Quality of Service, . . .
4) Trust relationships. These relationships are stored in
separate fields, each one including one or more (alternative)
relationships, separated by commas:

• TAKE: Conditions for the selection of the applications
from which the service provider wants to receive cus-
tomer information and degree of trust in the information.

– The conditions are well-formed boolean expressions
and may include categories and restrictions on the
values of the service provider features.

– The degree of trust is a real value in (0,1]. The
value 1 denotes absolute trust, while values near to
0 denote lack of trust, i.e., the provider ignores the
information coming from those providers.

• NOT-TAKE: Conditions for the selection of the appli-
cations from which the service provider does not want
to receive information. These conditions have the same
format as the previous ones but the trust degree is omitted
because it is by default equal to 0.

• GIVE: Conditions imposed by the service provider on
the dissemination of customer information to other ser-
vice providers. These conditions are well-formed boolean
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Fig. 5. Trust Management System: Definition of Trust Relationships.

expressions and may include categories and restrictions
on the values of the service provider features.

• NOT-GIVE: Conditions for the selection of applications
to which the service provider does not want to deliver its
own customer information. The conditions have the same
format as theGIVE ones.

Notice that by definingTAKEandNOT-TAKErelationships,
the service provider assesses the usefulness and the quality of
the preference estimates that might be provided by the other
applications. For instance, theTAKE field of the descriptor
of Figure 3 specifies that theBookLand service provider
only trusts the information provided by book sellers and
movie sellers having at least 1000 subscribers. Moreover, the
NOT-TAKE field specifies that no feedback about customer
preferences has to be taken from music sellers.

B. Management of the Service Provider Descriptors

The descriptor of a service provider is filled in by its
administrator at registration time. In order to facilitatethis
activity, we have developed a Trust Management System that
offers a graphical user interface for the introduction of the
features of the service under specification and the conditions
of the trust relationships. This system stores informationabout
all the registered service providers and manages the network
of trust relationships by summarizing them, in order to support
an efficient propagation of information between applications.

Figure 4 shows a portion of the user interface of the
Trust Management System, concerning the introduction of
information about an individual service provider. At the right
side, the screenshot shows a portion of the registration form
(”Nome” - name; ”Subscribers”, ”Anni in internet” - years of
activity in internet, etc.). At the left side, a window shows
the list of the registered service providers. Figure 5 shows
another page, supporting the definition of trust relationships.
The service provider administrator is guided in the definition
of trust conditions that specify which applications can usethe

customer information provided by the service under specifi-
cation.1 In particular, the system enables the administrator to
include/exclude specific categories of applications, require a
minimum/maximum number of customers, or number of years
of activity in internet, and include/exclude specific marketing
areas. Similar pages are generated to support the definitionof
conditions on the retrieval of customer information from other
service providers. The system assists the administrator inthe
specification of trust relationships by performing consistency
checks on the defined trust conditions. For instance, the same
condition cannot be specified both in theGIVE and theNOT-
GIVE fields.

Given the trust relationships specified by the administrator
(GIVE, NOT-GIVE, TAKEand NOT-TAKEfields of the de-
scriptor), the Trust Management System generates three trust
relationship lists,GIVE-IND, NOT-GIVE-INDandTAKE-IND,
by analyzing the descriptors of the other service providers
(e.g., see Figure 6). Specifically:

• The GIVE-IND list is generated by selecting the service
providers that satisfy at least oneGIVE condition, that
do not satisfy anyNOT-GIVEcondition and that do not
trust any untrusted service provider (i.e., the transitive
closure of theGIVE-IND relationship does not include
any untrusted provider).

• The NOT-GIVE-IND is generated by subtracting the ap-

1We assume that the service provider administrator fills in the forms by
providing correct data. The provision of false identities is a legal problem
that cannot be handled at the technical level.

ID: SP1;
Trust relationships:

TAKE-IND: {(SP2, 1), (SP10, 0.5), (SP45, 0), ...}
GIVE-IND: {SP2, SP10, ...}
NOT-GIVE-IND: {SP3, SP8, ...}

Fig. 6. Trust Relationships between Individual Service Providers.
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TABLE I

SUMMARY OF TRUST RELATIONSHIPS FORINFORMATION SHARING.

TRUST TABLE
Destination Source Filter

SP1 SP2 1.0
SP1 SP3 0.0
SP1 SP4 0.6
SP2 ... ...

plications in theGIVE-IND list from the complete set of
registered applications.

• The TAKE-IND list includes all the registered service
providers and specifies, for each one, the level of trust
in the customer information they provide. This is a real
number in [0, 1] and has the same meaning adopted in the
TAKE field of the descriptor. Untrusted service providers
have a 0 trust level.
The level of trust associated to service providers is
computed as follows: each service provider that satisfies
at least oneTAKE condition, does not satisfy anyNOT-
TAKE condition and does not trust any service provider
satisfying aNOT-TAKEcondition has level equal to the
minimum value associated to the provider by means of
the TAKE conditions. All the other service providers
receive a level of trust equal to 0. For instance, consider
the TAKE andNOT-TAKEconditions reported in the de-
scriptor ofSP1in Figure 3. A service provider classified
both as abookSellerand movieSellerwould receive a
0 level of trust because it satisfies a condition reported
in the NOT-TAKEfield. Notice that these conditions are
evaluated in a pessimistic way (minimum value) because
they are associated to the quality and usefulness of the
customer information that is going to be received by a
service provider. If some characteristics of an application
have the potential to introduce noisy data, or irrelevant
data, the quality of its contribution is reduced.

The generation of these lists is aimed at presenting details
about the trusted and untrusted applications registered for
customer information sharing. By exploiting the Trust Man-
agement System, the administrator of a service providerSP
may inspect and modify (also by overriding the trust relation-
ships that have been defined) the lists of service providers
receiving information fromSP or providing information to
SP . Therefore, the administrator may periodically check the
set of registered service providers and update the lists to
include and/or exclude new applications. This is importantfor
two reasons: first, the administrator needs to treat individual
service providers in a special way (e.g., to trust a provider
belonging to a generally untrusted category and vice versa).
Second, as time passes, the set of registered applications may
change: other service providers may modify their descriptors
(a book seller might start to sell music, as well) and new
service providers may register.

C. Summarizing Trust Relationships

Although theGIVE-IND, NOT-GIVE-INDand TAKE-IND
lists provide complete information about the trust relationships
between pairs of service providers, they fail to support the
efficient propagation of the user models at run-time. In fact,
each time the User Modeling Agent has to propagate the
customer information from a service providerSPj to another
oneSPi, the agent should check:

• whetherSPi satisfies theGIVE restrictions specified by
SPj , and

• to which extentSPi is trusting the information provided
by SPj (trust level inSPi’s TAKE-IND restrictions).

In order to support the efficient propagation of information
between service providers, we have decided to pre-compile
the trust relationships: in theservice provider DBa TRUST
table summarizes the trust relationships existing betweenall
the registered service providers; see Table I. The table abstracts
from the details of theGIVE and TAKE relationships, which
represent unilateral viewpoints on the propagation of informa-
tion, and describes the weight of the information provided by
the various applications in the generation of the user model
for each service provider. More specifically, in the table:

• The Destinationcolumn represents the service provider
receiving the information.

• The Source column denotes the service provider that
should provide the information.

• The Filter column includes real values in [0, 1] and
specifies to which extent the information provided by
the source application must be taken into account when
integrating the customer’s preferences to be sent to the
destination application. As usual, if the filter takes a value
close to 1, this means that the information provided by the
source has to be propagated to the destination. Moreover,
if the filter is 0, no information has to be propagated.2

The TRUST table is generated and revised off-line by our
Trust Management System. The revision process is launched
periodically, in order to update the table according to the
changes in the pool of registered service providers; e.g., new
registrations, removals, changes in the descriptors.

D. Run-time Customer Information Sharing

The idea behind customer information sharing is that, when
an applicationSPi invokes the User Modeling Agent to
retrieve information about a customerC ’s preferences, the
Agent exploits theTRUSTtable to select the service providers
to be contacted. Only the applications whose filter is positive
are considered in the generation of the user model and the
value of the filter is exploited to merge the preference estimates
provided by the applications. Specifically, the User Modeling
Agent should retrieveC ’s preferences from the other registered
applications according to the following principles:

2The filter takes the 0 value if the destination application isin the NOT-
GIVE-IND list of the source or if the level of trust between destination and
source in theTAKE-IND list is 0. Otherwise, the filter takes the trust level
specified in theTAKE-IND list and thus corresponds to how strongly the
destination application trusts the quality of information provided by the source.
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1) The bidirectional trust relationships betweenSPi and
the other applications stored in theTRUSTtable guide
the identification of the subset of applications to be
considered by the User Modeling Agent and specify
SPi’s trust in the provided information (Filter field of
the table).

2) Within the set of selected applications, only those having
C as a registered customer have to be considered.

3) The fact thatC has registered in an applicationSPj does
not mean thatSPj has already acquired any preference
information aboutC.

In order to take the first two factors into account, the User
Modeling Agent consults theTRUSTtable to select a set of
candidate applications and it queries theuser model DBto
identify the applications that haveC as a registered customer.
The agent exploits theFilter information stored in theTRUST
table to tune the influence of their customer information in
the generation of the user model. The trust level has to be
taken into account when combining the contribution of the
applications to the generation of the model. Ideally, the trusted
applications should stronfly influence the generation of the
user model, while the less trusted ones should marginally
influence the process.

As far as the third factor is concerned, the contribution to
the generation of the user model carried by each application
A must be also tuned according to the confidence ofA in
the provided information (confidence degree assigned by the
application, given the amount of evidence about the customer
at disposal). As specified in thecustomer preference ontology,
each customer preference has an associated confidence degree,
describing the reliability of the information, i.e., whether there
is evidence about the provided information or not.

We have selected a weighted addition formula to combine
the information about the customer preferences provided by
the applications invoked by the User Modeling Agent. For
each requested preferenceP , the agent combines the interest
estimates provided by the trusted applicationsSPj as follows:
Int P = [

∑n

j=1
MIN(trustij , confj) ∗ Int PSPj

]/δ (i)

whereδ =
∑n

j=1
MIN(trustij , confj)

In the formula:
• Int P is the interest value forP generated by the User

Modeling Agent, given the contribution of the invoked
service providers;

• n is the number of invoked applications;
• trustij represents how stronglySPi trustsSPj (i.e., it

is theFilter associated toSPj in SPi’s TRUSTtable);
• confj denotes the confidence associated to the interest

by SPj ;
• δ is applied to normalizeInt P in [0, 1].

For each invoked applicationSPj , the contribution to the
computation of the interest value forP is thus weighted
according toSPi’s trust level inSPj and toSPj ’s confidence
in the estimated preference. The minimum of the two values
is exploited to define the impact of the estimate according to
a Fuzzy AND.

The formula (i) enables the User Modeling Agent to merge
the information provided by the various applications according
to the service providers’ requirements, but also on the basis
of a subjective evaluation of the reliability of the provided
information. As confidence values are associated to individual
preferences, they may change from invocation to invocation,
depending on the observations of the customer behavior car-
ried out by the applications.

V. D ISCUSSION ANDRELATED WORK

Some policy-based approaches [16] have been proposed
to manage the trust relationships between applications and
to regulate the access to shared resources and data. For
instance, the framework described by Kagal and colleagues
[17] supports the automatic and distributed management of
access rights to resources and information. The framework
is implemented in a language supporting the specification of
deontic concepts, such as rights and prohibitions to perform
actions. Suitablesecurity agentsapply the defined policies to
grant or cancel access and delegation rights to groups of agents
in a controlled way, by delivering certificates.

Indeed, the purpose of our work differs from Kagal et al.’s
work [17], [18], in relation to the type of rights we aim at
regulating.

• Kagal et al. control different types of actions that the
applications may perform on the resources, such as “read-
ing”, “writing”, “executing” a file. Instead, we are only
concerned with “reading” rights.

• At the same time, however, our framework enables the
applications to define restrictions on the type of infor-
mation they want to receive and controls the information
flow accordingly.

VI. CONCLUSIONS ANDFUTURE WORK

We have presented a framework for customer information
sharing that supports the controlled propagation of information
among service providers. Our framework includes a regis-
tration service (the Trust Management System) exploited by
service providers in order to join the pool of applications shar-
ing information with one another. Moreover, the framework
includes a User Modeling Agent that controls the information
flow between applications and reconciles the information pro-
vided by the various service providers in order to generate the
preference information needed by the requesting application.

We have developed a proof-of-concept implementation of
the customer information sharing framework that supports the
service provider administrator in the introduction of infor-
mation about service providers and trust relationships. The
framework is based on Java and uses JDBC technology to
connect to the database where the trust information is stored
in the corresponding tables.

Our framework handles bidirectional trust relationships to
address the fact that service providers may want to:

• control the dissemination of information by imposing
restrictions on the service providers that will receive data;
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• impose restrictions on the service providers from which
they want to receive information, in order to filter out
irrelevant information sources available through the in-
formation sharing service.

As already specified, we have left the management of the
customers’ privacy preference aside, assuming that the cus-
tomers do not impose restrictions on the dissemination of their
personal data. In our future work, we will extend our proposal
to the treatment of customer preferences, which can be done
without major architectural changes. Specifically, takingthe
P3P specifications into account, theuser model DBhandled
by the User Modeling Agent could be extended to store
the individual customer’s privacy preferences. Moreover,the
overall service should require that, at registration time,the
service providers publish their own P3P privacy policies. Hav-
ing this information available, the User Modeling Agent could
propagate the customer information between applications by
taking into account not only the trust relationships, but also
possible constraints imposed by the individual customer.

In our future work we will analyze the ontology issues
concerning the binding between the service providers’ lo-
cal representations of the customer information and the one
adopted in the customer information sharing service. Our goal
is the development of an ontology binding tool supporting
the administrator of a service provider to define the corre-
spondences between the customer preferences defined in the
application and those exploited by the main user model for
information sharing.

In our future work we will also study the possibility of
distributing the information sharing service for efficiency and
reliability purposes. For instance, an interesting solution to
study is a distributed User Modeling Agent in the line of
peer-to-peer sharing networks, where the applications directly
contact other trusted applications to gather customer profile
information.
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