Engineering Trust in Complex System
through Mediating Infrastructures

Alessandro Ricci Andrea Omicini
DEIS DEIS
Universita di Bologna — Sede di Cesena Universita di Bologna — Sede di Cesena
via Venezia 52, 47023 Cesena (FC), Italy via Venezia 52, 47023 Cesena (FC), Italy
Email: aricci@deis.unibo.it Email: aomicini@deis.unibo.it

Abstract— Starting from the many research results on trust in  for current web-based systems. So, trust is one of the most
state-of-the-art literature, we first point out some open problems jmportant social issues for human as well as for artificial
related to trust in multiagent systems (MAS), focussing in gystems: this is evident if we consider scenarios such as e-
particular on the issue of the engineering of agent societies,
and on the role of agent infrastructures. Then, we discuss two commerce or e'g_OYemme”t- where the edge between humf';\n
infrastructural abstractions — coordination artifacts, and agent and artificial societies tends to blur: these contexts make it
coordination contexts —, and show how they can be exploited for clear that all the social issues involved in human societies, trust
modelling and engineering trust within MAS. in primis, must be faced also in the construction of complex
artificial systems.

Accordingly, the applicability (reuse) of models for human

One of the most relevant problems of our contemporagpcieties in the context of artificial systems is a primary
society is its dependency on information technologies systeissue, exploiting, for instance, the explaination and prediction
which are getting more and more complex and difficult toapabilities of theories both as a scientific and engineering
control. Accordingly, the problem ofrust between humans tool to validate engineering constraints of systems [22]. This
and information technology comes out from the inabilitys especially important if we aim at considering trust beyond
to provide simple and accessible models to make systegmnhceptually simple applications such as digital signature or e-
behaviour somehow understandable and predictable for t®@mmerce transactions, facing contexts where trust matters not
users themselves. This does not affect only end-users, but alaty for a human actor (users or engineers) w.r.t. the system,
(and, in some sense, mostly) the engineers and developers bhatfor every human and artificial actor that constitute system
are responsible of system design and construction. In partociety.
ular, the difficulty of conceiving trustworthy models for the Trust is then recognised as a fundamental aspect of engi-
engineering of complex and complex systems emphasises tleering systems with MAS: however, trust characterisation and
fact that the impetuous technological progress chararcterisimgdels as found in state-of-the-art literature do not cover some
our society is a necessary but not sufficient condition for thiesues which we consider fundamental for the engineering of
widespread generation and adoption of innovative processegent societies. First, a well-defined notion of social trust is

As a simple example, the possibility of checking systemmissing: few approaches deal with an infrastructure (and then
behaviour and functioning by inspecting its source code onsecial, objective) support to trust, being mostly focussed on
it is made available (the myth of Open Source wave) is simptiie subjective perception and modelling of trust by individuals.
not feasible, according to current state-of-the-art models aBden the approaches considering forms of social trust (referred
tools. Turning from the notion of "program” to the notion ofas system-level trust in literature) fail to provide a compre-
"system” involves a paradigm shift: the behaviour of a prograimensive model of the trust phenomenon at the social level
(as a sequence of instructions of certain (virtual) maching@cluding the notion of observation, traceability of actions,
is, in principle, inspectable, understandable and predictabé¢c), limiting their approach to provide some specific mech-
Instead, it is typically not possible to formalise nor to have anisms. Then, trust frameworks (models and mechanisms)
complete understanding of the behaviour of a software systame focussed essentially on the behaviour of a individual
(as a collection of heterogeneous and independent componeatsiponent (agent), and no account is given for characterising
interacting in a distributed environment) [23]. trust at a systemic level, i.e. trust in a group or society of

According to the current major research lines, the comagents in being able to achieve their social tasks. Linked to this
plexity of modern and forthcoming systems can be managpdint, current models and mechanisms are developed mostly in
only by introducing models that account faocietiesof competitive contexts, where agents are totally self-interested;
heterogeneous actors (objects, components, agents, procegsstead we are interested in modelling trust in systems where
humans..) which interact and communicate in dynamic amgent cooperatively work for a global (system) outcome. In
unpredictable environments: at least, this is a suitable modeis case we have several points of view concerning trust: trust
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of the users relying on a systems of cooperating agents, trustrafividual-level can be classified in this case eitlesrning
the engineers in the system he designed, trust of the collectiigwolution) basedreputation basecr socio-cognitive based
of the components (agents) with respect to a specific one, trirsthe first, trust is viewed as an emergent property of direct
of an individual components (agent) of the system with respénteraction between self-interested agents, who are endowed
to the collectivity. with strategies that can cope with lying and non-reciprocative
In this paper, then, first we extend the notion of trust tagents. Reputation models [19] instead enable agents to gather
consider also these issues, more related to an engineeiiffgrmation in richer forms from their environment and make
point of view on systems and based on infrastructural suppaational inferences from the information obtained and their
to trust. The extension will relate trust to coordination andounterparts. The models then specify strategiegydther
organisation issues, as fundamental engineering dimensionsatings that define the trustworthiness of an agent, using
systems. Then, we show how some infrastructural abstractioetationships existing between member of the community;
recently introduced for engineering of MAS coordinatiomeasoning methods to gather information fraggregation
and organisation — namely coordination artifacts and agesftratingsretrieved from the community (borrowing the con-
coordination contexts — can play an effective role in definingept of social network from sociology); and mechanisms to
trust according to our wider vision. promote ratings thatruly describe the trustworthiness of an
The remainder of the paper is organised as follows: first, &gent. Finally, the socio-cognitive models adopt a higher level
Section Il a brief account of state-of-the-art models for trusiew, modelling the subjective perception of trust in terms of
in MAS is provided; then, Section Il remarks some pointsognitive constructs [3], in contrast to the quantitative view of
missing from such models, discussing a wider characterisatimnst which characterises previous approaches. While the first
of trust including engineering issues. Accordingly, Section IYvo models are all based on an assessment of the outcome
and Section V discuss how coordination and organisatiof interactions between agents, the basic context for socio-
infrastructural abstraction can play a fundamental role fapgnitive approaches is that te#fsk delegationwhere an agent
characterising this enhanced notion of trust. Finally, concl¥-wishes to delegate a task to agemtin doing so agenk
sions are reported in Section VI. needs to evaluate the trust it can place imy considering the
different beliefsit has about motivations of agemt
i i o _Inthe overall, trust at the individual level concerns strategies
Trust has been defined in several ways in distinct domaignt over multiple interactions, the reputation of potential
(see [15] for a comprehensive survey, and [4] for a genelgteraction partners, and believed motivations and abilities
description). A definition that is frequently adopted in truslegarding the interaction. Some problems affecting these ap-
models is: proaches have been remarked in the literature: it can be
“Trust is a belief an agent has that the other party computationally expensive for an agent to reason about all the
will do what it says it will (being honest and reliable)  different factors affecting trust in its opponents; then, agents
or reciprocate (being reciprocative for the common  are limited in gathering information from various sources
good of both), given an opportunity to defect to get  that populate its (open) environment. Given these limitations,
higher payoff” system-level trust approaches shift the focus on the rules of
(adapted from [1]) encounter so as to ensure that interaction partnergoaced
The various approaches to trust in MAS have been recenttybe trustworthy. The mechanisms that dictate these rules of
classified in two main classes, for some extend in count&Rcounter (auctions, voting, contract-nets, market mechanisms,
position and complimentaryndividual-level trustandsystem- etc) enable agent to trust each other by virtue of the different
level trust[15]. constraintsimposed by the systemilways following [15],
Roughly speaking, in individual-level trust all the burdemhese system-level mechanisms can be classifiedrust-
about trust is in charge of individual agents, and depends®rthy interaction mechanismseputation mechanismand
on their ability to model and reason about the reciprocativistributed security mechanismdechanisms of the first class
nature, reliability or honesty of their counter-parts. In systenare adopted to prevent agents from lying or speculating while
level trust instead the actors in the systems are forced to ib&eracting (auctions are an example, see [20] for an overview);
trustworthy by therules of the encount€frl8] (i.e. protocols, reputation mechanisms [24] make it possible to model the
mechanisms) that regulate the systems. So the burden abyepttation of agents at system level, i.e. it is the system that
trust is shifted from agents to some system support, whichrignage the aggregation and retrieval of ratings (as opposed
realised by designing specific protocols and mechanismstofreputation models which leave the task to the agents them-
interaction (i.e. the rules of the encounter). A typical exampgelves). Finally, the latter class includes security mechanisms
are auctions. and infrastructures which are considered essential for agents
So the point of view of individual-level trust accounts foto trust each other and each other communication (examples
an agent situated in an open environment trying to chooaee public key encryption and certificate infrastructures)[14],
the most reliable interaction partner from a pool of potenti§b].
agents and deliberating which strategy to adopt on it. Fol-According to [15], complex systems require both types
lowing the classification described in [15], trust models foof trust approach, individual- and system-level. While the
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individual-level trustmodelsenable agent to reason about its
level of trust and of its opponents, the system-levacha-
nismsaim to ensure that opponents’ actions can be trusted.
It's worth noting that this dichotomy have been remarked also
for another dimension focussing on interaction, i.e. coordina-
tion, where approaches have been classified as subjective (all
the coordination burden on agent and their capabilities) and
objective (the coordination burden in charge of abstractions
provided by suitable infrastructures)[10].

IIl. EXTENDING TRUST FORENGINEERING SOCIETIES

The characterisation of trust in state-of-the-art literature as
described in previous section do not give emphasis enough to

112

(services) for creating and managing trust. However,
differently from system-level approaches, we characterise
these abstractions not only karriers, basically creating
trust by enforcingnormsconstraining agent actions and
interactions. We are interested also in framing trust from
aconstructivepoint of view: | can have trust in an system
because of the availability of services which provide some
(objective) guarantees that not only certain interaction
cannot happen, but also that some social tasks can be
effectively executed, specifying for instance the work-
flow or plan useful for achieving the global objective.
Considering system-level approaches, it is like modelling
trust on the rules of encounters which make it possible

some issues that we consider as fundamental in the engineering to achieve some social goal.
of agent societies. These aspects can be summed up in thg Trust and Organisatior- As mentioned in the context of

following points:

« Social Trust— We need to consider in a more general
and systematic way the support that infrastructures can
provide as a service for societies engineered on their top,
beyond specific mechanisms or protocols. This accounts
for generalising system-level trust approaches, devising
basic abstractions and services on top of which to build
trust strategies. Among such basic services, a support for
observationand traceability of both agent action, and
interaction among agents and agent-environment. These
basic services can be suitably exploited and composed
to keep track — for instance — of action history of a
specific agent, making it available to some other agents,
with the permissions to inspect such information. This in-
frastructural support is extremely effective when dealing
with opensystems, with heterogeneous agents dynami-
cally participating to the activities of different societies

system-level trust, security support has a certain impact
on trust in a system [14]. However, when engineering
complex systems, some important aspects concerning
security — such as access control — cannot be dealt
without considering the organisation and coordination
model adopted [11]. As an important example, Role-
Based Access Control (RBAC) models and architectures
—well-known in the research literature concening security
in complex information systems, and recently introduced
also in MAS [21] — make it possible to model security
(access control) policies in the context of role-based
organisational models. Accordingly, the presence of such
an organisational model can have a significant impact on
trust models and services, which can be characterised also
considering the notions of roles and related organisational
policies.

and organisations: infrastructures can provide serviceslfpthe overall, the social and engineering acceptation of trust
agent organisations to keep track and make informatiégt emerges from the above points aims to be wider than
available about agent performance in its interaction liféhe one usually found in the literature, and can be framed in
acting in different contexts, as a kind of “criminal record'the idea of agent societies used as metaphors to model trust in
publicly available; thus, respecting privacy of the agenilr)formation technology in the most general way. This includes

i.e., making available only what is needed to be observ8gth trust between humans and systems — i.e. trust between
according the type of activities the agent is going t4S€rs and systems and trust between designers/engineers and

participate. systems — and trust between systems and systems — i.e. trust
Trust in Societies— individual-level and system-level @MONg system components and trust among components of
approaches share a focus on (trust on) the behaviémfe_re_”t systems. The interpretation of systems in terms_of
of an individual agent. However, in the engineering ofocieties, promoted by MAS approaches, makes it possible
complex systems it emerges the need of modelling tife face these issues within the same conceptual framework,
notion of trust also related tgroups or societiesof ~@dopting a uniform approach to explore general models and
agents, delegated of the execution of some social ta§pg.|utlonsf, relevant in computer science as well as in the other
More generally we are looking to a systemic acceptatidglated fields.

of trust: how much a system (as a structured society A possible way to bring to practice such generalised accep-
of agents) can be trusted in its behaviour, in its abilittation of trust is to relate them to the coordination and organi-
to achieve the global objectives as outcomes of trgation dimensions (and the related models) which characterise
cooperative work of its agents? So we are interestéioe engineering of agent societies. In next sections we follow
in characterising trust also in cooperative scenarios, rbis line, by presenting two infrastructural abstractions which
only in competitive ones as it typically happens in theve have recently introduced in MAS engineering, namely
literature. coordination artifactsand agent coordination contextsand
Constructive Trust- As in the system-level (objective)discussing their role in modelling and engineering such a
case, we are interested in infrastructural abstractionstion of trust in MAS.
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IV. ARTIFACTS FORTRUST
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Then, taking the agent viewpoint, to exploit a coordination

From the research studies carried on in human (cooperatif&§fact simply means to follow its operating instructions, on

activity — mainly with Activity Theory [2], [6] — it clearly
emerges the fundamental role of tools artifacts in the

a Step-by-step basis.
Among the main properties which exhibit coordination arti-

development of (social) activities in complex systems framddacts (and which differentiate them from the agent abstraction)
as societies [7], [16]. According to these studies, every nd/¢ have:

trivial human activities ignediatedby some kind of artifacts.
An artifact acts as the glue among two or multiple actors,
as the tool that enables and mediates their interaction, rul-
ing / governing the resulting global and "social” behaviour;
consequently, an artifact can be considetbd conceptual
place encapsulating all the complexity of the social behaviour
that it enables, allowing its factorisation, explicit modeling
and engineering, and so freeing the actors of all #usial
burden [16]. Artifacts are widespread in human society: the
language can be considered an artifact, as well as the writing,

blackboards, maps, post-its, traffic signs such as semaphores,

electoral cards or the signature on a document.
Based on this background, recentipordination artifacts

have been introduced as a conceptual and engineering frame-

work for MAS and agent societies [16], [12]. So the idea
here is that coordination artifacts can play a primary role for
engineering trust in MAS, providing an answer to the points
remarked in Section llI.

A. Coordination Artifact Model and Framework

Coordination artifacts have been defined as embddied
entities specialised to provide a coordination service in a
MAS [12]. As infrastructure abstractions, they are meant
to improve coordination activities automation; they can be ,
considered then as basic building blocks for creating effective
shared collaborative working environments, alleviating the
coordination burden for the involved agents.

As remarked for artifacts in general, human society is full
of entities like coordination artifacts, engineered by humans
in order to support and automate coordination activities: well-

« Specialisation— Coordination artifacts are specialised

in automating coordination activities. For this purpose,
they typically adopt a computational model suitable for
effective and efficient interaction management, whose
semantics can be easily expressed with concurrency
frameworks such as process algebras, Petri nets, or Event-
Condition-Reaction rules.

Encapsulation: Abstraction and Reuse Coordination
artifacts encapsulate a coordination service, allowing user
agents to abstract from how the service is implemented.
As such, a coordination artifact is perceived as an in-
dividual entity, but actually it can be distributed on
several nodes of the MAS infrastructure, depending on
its specific model and implementation.

Malleability — Coordination artifacts are meant to support
coordination in open agent systems, characterised by
unpredictable events and dynamism. For this purpsose,
their coordination behaviour can be adapted and changed
dynamically, either(i) by engineers (humans) willing to
sustain the MAS behaviour, @ii) by agents responsible

of managing the coordination artifact, with the goal
of flexibly facing possible coordination breakdowns or
evolving/improving the coordination service provided.
Inspectability and controllability- A coordination artifact
typically supports different levels of inspectabilityi)
inspectability of its operating instructions and coordina-
tion behaviour specification, in order to let user agents
to be aware of how to use it or what coordination
service it provides(ii) inspectability of its dynamic state
and coordination behaviour, in order to support testing

known examples are street semaphores, blackboards, queuing ang diagnosing (debugging) stages for the engineers and

tools at the super-markets, maps, synchronisers and so on.
Basically, a coordination artifaqi) entails a form of me-

diation among the agents using it, afid embeds and enact

effectively some coordination policy. Accordingly, two basic

aims can be identifiedi) constructive as an abstraction es-

sential for creating/composing social activiti€i§), normative

as an abstraction essential for ruling social activities.

agents responsible of its management.

Predictability and formalisability— The coordinating
behaviour of an artifact strictly follows the specifica-
tion/service for which it has been forged: given that spec-
ification and the agent interaction history, the dynamic
behaviour of the artifact can be fully predicted.

From a constitutive point of view, a coordination artifact ig UCSON [13] is an example of agent coordination infras-

tructure supporting this frameworkfuCSoN coordination
artifacts are calleduple centre49], spread over the network,
; . : collected in the infrastructure nodes. Tuple centres technically
which agents can execute in order to use the artifacts. .
S . . . are programmabletuple spaces, i.e. tuple spaces [9] whose
« a set ofoperating instructionswhich formally describe . . : S . X
behaviour in reaction to communicating event — the insertion,

how to use the artifact in order to exploit its coordination )
service removal, read of tuples from the spaces — can be suitably

L . . . programmed so as to realise coordination laws managing in-
« a coordinating behavioyrwhich formally describe the : .
S . teractions ReSpecT is the language adopted for the purpose).
coordination enacted by the artifact. L
Tuple centres can be framed as general purpose coordination

1The term embodied is used here to remark their independent existeﬁtféifaCtS_v whose coordinating behgviour can _b_e dynamica_lly
from the agents using them. customised and adapted to provide a specific coordination

characterised by:
« ausage interfacedefined in terms of a set @iperations
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service. Finally, from an engineering point of view, inspectability
and controllability properties of artifacts could impact signif-
B. Trust through Coordination Artifacts icantly on the trust toward a system engineered in terms of

coordination artifacts, both for a designer and for a user of
The notion of coordination artifacts can be useful to modghe system. In particulagontrollability — which includes also
trust issues as discussed in Section IIl. the possibility of making online tests and diagnosis of artifact
As far as social trust is concerned, coordination artifackghaviour and then of the social core of the system, despite of
can play the role of the abstractions provided by the ifts openness — is an aspect that heavily contributes to determine
frastructure with suitable expressiveness and effectivenessrigst in the system.
construct trust articulated strategies. For instance, coordination
artifacts can be used as embodiment of the rules of encounter, V. CONTEXTS FORTRUST
being concrete shared tools which are used by the agents to ) _
interact according a specified protocol. Operating instructions € notion ofagent coordintation contextACC) has been
in this case describe what agents are meant to do in orded5oduced in [8] as infrastructural abstraction modelling the
participate to the protocols (according to their role), artifa@’eSence of an agent inside its (organisational) environment.
state keeps track of the state of the interactions, and artif&t fOr coordination artifacts, ACCs have been brought into

behaviour is concerned with the management of the interactigfctice within theTuCSoN infrastructure [17]. Here we show
according to the coordinating behaviour described by tfiaeir relevance for modelling and engineering the last aspects
protocol. of trust mentioned in previous chapter, i.e. trust related to

More generally, as mediating abstractions, coordinatio%ganlsatlon and security.
artifacts can be used for supporting tldservation and
traceability of agent actions and interactions. They can bAe'
designed so as to log / trace all the interactions of interestThe ACC abstraction can be framed as the conceptual
and related events occuring during its usage, in order to plce where to set the boundary between the agent and the
inspected / observed as interaction history concerning restvironment, so as to encapsulate theerfacethat enables
only a specific agent but also the agent society itself. Actioagent actions and perceptions inside the environment. A useful
and interactions history can be useful then to build trustetaphor for understanding ACCs is tkentrol room [8].
models concerning both the overall society, and the individuAtcording to this metaphor, an agent entering a new envi-
participating agents. Such trust models could be created bathment is assigned its own control room, which is the only
by humans and agents by inspecting and reasoning aboutway in which it can perceive the environment, as well as the
information reified in the artifact interaction history, madenly way in which it can interact. The control room offers the
available by suitable infrastructure services. From this point afient a set of admissible inputs (lights, screens,. . .), admissible
view then, coordination artifacts can provide a useful suppartitputs (buttons, cameras,...). How many input and output
for constructing trust model for individual-level approachedevices are available to agents, of what sort, and for how
based both on socio-cognitive capabilities and on quantitativeuch time is what defines the control ro@onfiguration that
formulations: heterogeneous agents could exploit the samdhe specific ACC. So, the ACC abstraction can be fruitfully
information to build different kind of models. exploited to model th@resenceor position of an agent within

Then, the basic properties characterising coordination a@R organisation, in terms of its admissible actions with respect
facts impact on modelling both trust in societies and construi@®- organisation resources and its admissible communications
tive trust. In this case modelling trust toward a system ortaward the other agents belonging to the organisation.
society in charge of a specific social task exploiting a specific ACCs are meant to be inspectable: it must be possible for
coordination artifact accounts for two aspec(d: trusting an agent to know what kind of ACC it can obtain from an
the effectiveness of the coordination artifact for achievingrganisation — and so what roles and related actions it is
the objective of the social taskii) trusting agents in being allowed to do.
able to use effectively the coordination artifact. Artifact basic Two basic stages characterise the ACC dynamiSC
properties — concerning inspectability, predictability, etc. regotiationand ACC use An ACC is meant to be negotiated
along with the fact that the correctness of artifact behavioby the agents with the MAS infrastructure, in order to start a
could be formally verifiable and then “certifiable”, with theworking sessiornnside an organisation. The agent requests an
availability of operating instructions and of a clear interfacACC specifying which roles to activate inside the organisation.
— could impact effectively in both previous points. It is worthThe request can fail for instance if an agent requests to play a
remarking that this introduces a relatively new ontologicable for which he is not allowed, or which is not compatible
framework on which formulating trust, introducing new nowith the other roles currently actively played by the agent
tions such assability of the artifact, thecomplexityof their inside the organisation. If the agent request is compatible with
operating instructions, and so on. This could change and enr{clirrent) organisation rules, a new ACC is created, configured
the cognitive model adopted by socio-cognitive approach &mcording to the characteristics of the specified roles, and then
model trust of agents towards the environment. released to the agent for active playing. The agent then can

The Agent Coordination Context Abstraction
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use the ACC to interact with the organisation environment, bys]
exploiting the actions/perceptions enabled by the ACC.

The ACC framework has been used to model and implement
Role-Based Access Control architecture on topTafCSoN  [6]
infrastructure [17]. 7]

B. Trust through Agent Coordination Contexts

ACCs — supported by suitable infrastructures — guarantee
the enforcement of organisational rules and related securif
policy inside a social environment: they can act as a barriers
for agents, filtering only the patterns of actions and perceptiorigl
allowed according to their roles. This clearly impacts on ttﬁo
trust that we can have on the systems, providing a gener-
alisation of the security mechanism mentioned for system-
level trust. In particular ACC abstraction makes it possible to
link trust with the organisational model adopted: agents can;
participate to activities only by playing some roles through
dynamically requested ACC enabling and ruling their action
In the overall, we can frame an ACC as the embodiment orﬁa
contract established between a specific agent and the system
(organisation) where he is actively playing.

Each organisation can define (and change dynamically) the
set of available roles and rules, and then the set of ACCs which
can be released to agents. This information can be then made
available — by means of suitable infrastructure services — fag)
creating trust in agents and users aiming at participating at or
using the systems.

VI. CONCLUSION ]

The notion of trust has a deep impact on the future &l
artificial systems. How trust is modelled, how it is engineered
— that is, how it is actually built into artificial systems — are
then crucial issues that are already discussed in literature, ‘Ff‘PI?
in particular in MAS literature. In this paper, we first shortly
summarised the many different acceptations of the trust notion,
then we pointed out some fundamental open issues that seem
to be of particular relevance to the modelling and engineeripg;
of trust in the context of complex artificial systems, in general,
and of MAS, in particular. [

As the main contribution of this seminal paper, we adopted
the viewpoint of MAS infrastructures (as the most natlmal
where to embed trust in MAS) and showed how two differeft®!
infrastructural abstractions recently introduced (coordination
artifacts and agent coordination contexts) can be exploited fat]

modelling and engineering trust within MAS. 22]
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