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Abstract—In this paper we study the rational balance between has granted those rights to the community”. Since there is
local and global policies in virtual communities of agents. To no plausible way to enforce the respect of global policies
study this problem we use a logical framework for modelling 1,y constraining the architecture, it is necessary to have a

obligations and permissions in multiagent systems. In particular, ti trol hanis@mble t - lobal polici
the logical framework allows agents to trade off the decision of normative control mechanismble to specify global policies

respecting a norm against the consequences of not respectingdbout local policies.
sanctioned. To formalize decision making we use a quallta_tlve: cannot be coerced to provide their services or to deny them
game theory. n-player games are based on recursive modelling: ] .
the bearer of a norm models the behavior of local normative (O USers: rather they can be only motivated by rewards and
authorities as agents who are in turn subject to other norms and sanctions (e.g., the sanction can be the exclusion from the
thus model global normative agents. community). So it is necessary that the local authorities are
| INTRODUGTION provided with incentives to |mplement the global policies by
] o ) means of local ones. The normative system must be able to

Highly distributed web based environments, such as thgtivatethe respect of norms at each of its levels: not only

pervasive computing architectures based on the grid [1] Q&ers must be provided with an incentive to respect the norms

peer to peer systems, are composed by disparate resoyga|so the local providers must be motivated to issue policies
providers. In such systems, it is not possible and not ev@ich respect the global ones.

useful to have a centralized management of the resourcesy, . v
. . . : otivational aspects of norms have been analyzed by Boella
First of all, such centralized administration could be a tog

heavy burden and it can affect the core business activitiesar}d Lesmo [S] in the context of multiagent systems composed

. . of_heterogeneous agents: norms are useless unless they are
the system. Second, decentralized authorities can cope in a 9 9 Y

better way with local idiosyncratic situations: “each party O?Upported by sanctions. And sanctions must be modelled as

o . acttions of the normative system, since it is not possible to
the network can decide in each circumstance whether to accelp S
esuppose that they are mere consequences of violations.

g:e;jle?élla[sfreséi?t?:j isby :S;fjlcgrtlga?argba[lzl'Oﬁgg’ t?escgm ence, Boella and Lesmo [5] attribute to the normative system
i ggest, b 9 P fhe status of an agent who decides if the behavior of agents

more easily obsolete: “we observe that in real life, man o X
. : . . ()[unts as a violation, and thus deserves to be sanctioned.
policies are routinely ignored because of the perception tha

changing circumstances have made them redundant.” Fourtnspired on [5], Boella and van der Torre [6,7] propose a
the participants of the distributed system prefer not to give Upgical framework for reasoning about obligations and norms
their own power to enforce local policies for the access to th@sed on the attribution of mental attitudes to normative
resources they control. system. We use this framework in [8], [9] to study the problem

However, for a set of agents to beviatual communitylocal of modelling local and global policies for virtual communities
access policies should be organized according to some gloBaBD! (belief, desire and intention) agents. Proceeding in
policies which define how the resources should be shardti direction, in this paper we address the following research
among the participants. This requirement must be traded qestions: how it is possible to define global polices about
with the need of leaving autonomy (in the literal sense of tHecal policies? How it is possible to provide local authorities
term: “one’s making its own norms”) to the participants. ~ With the necessary autonomy?

So the problem is the rational balance of global vs local This paper is organized as follows. In Section Il we discuss
control in virtual communities. According to Pearlmat the three dimensions of the logical framework. In Section Il
al. [4], “a key problem associated with the formation anave discuss the problem raised by decentralized control. In
operation of distributed virtual communities is that of hovBection IV we present the qualitative game theory, and the
to specify and enforce community policies.” As [4] argue “théefinition of norms. In Section V we apply the framework to
exercise of rights is effective only if the resource providesome examples.



Il. A THREE DIMENSIONAL FRAMEWORK IIl. DECENTRALIZED CONTROL

Consider the following scenario: an agestjoined a virtual

In this section we discuss the three dimensions of ogbmmunityas. Its contract for the participation prescribes that
logical framework: normative agents, mental attitudes, and theshould provide access to its resources to all the members
violation / sanction distinction. of the community. Another participant agent, say tries to

The first dimension is the set of agents that are distinecess the system. However, previous experiences advice agent
guished. Normative systems are “sets of agents (humanagrthat agenta; could damage its resource: should agent
artificial) whose interactions can fruitfully be regarded agrant agent; access to its resources?
norm-governed” [10]. Normative systems do not contain one In this scenario the management of the community is orga-
authority only but they are composed of a set of authoritiemized in (at least) two levels: the global level (agepj and

The second dimension is the set of mental attitudes assigri@g local one (agent,). Agenta; is a distinguished authority
to the agents. Agents’ behavior is governed by their specifigsually calledcommunity authorization servig@laying the
balance between beliefs, desires and intentions. Moreovéie of a global authority which issues global policies and
norms and obligations seem to be a further ingredient in tRegotiates the conditions for the participation of agents to the
control of agents’ behavior. Agents base their decision procedgual community. Agenta, is a provider of some resource
on a symbolic representation of their preferences, hence W in control to. Moreover all the agents a2 anda;) can

adopt a qualitative decision theory, such as the one propogésp play the role of users of the resources of the community.
in the BOID architecture [11]. What distinguishes agents and as is the fact that they are

groviders: they are in control of some resources.

To formalize decision making in a multiagent setting w > ;
The control of resources consists not only in the fact that

use a qualitative game theory-player games are based on e s , :
recursive modelling: the bearer of a norm models the behavfb@Ven Service is not provided if the provider does not want

of local normative authorities as agents who are in turn subjéet (e.g. the f_'les of a web server cannot be accgssed if it
to other norms and thus model global normative agents. does not provide an answer to a request). But also in the fact

The third dimension of our framework are the aspects g%at an agent may influence negatively the behavior of other

norms that are distinguished. For what concerns the possibiﬁgents' n [1.4].8 termmology, other aggnts depend on_n. In
. L A odr model this is the essential precondition for the ability to
of not respecting obligations, we distinguish in [6] between

. o . Issue policies. E.g., agents depend on the global level for their
behavior thatcounts asa violation - in the sense of the . . . -
. ; . . membership to the system. If they do not stick to its policies
construction of social reality of Searle [12] - and sanctions.

) X o they are denied citizenship. At the local level agents depend
An agenta, is obliged by a norm of agent; to doz if: 4 the provider for the access to the local resource.

« Agenta, wantsz and thate; adoptsz as its decision. Global policies concern the behavior of participants: for ex-
« Agenta, wants that there is no violation, but+fz then ample, participants should not communicate their passwords,
it has the goal thatz counts as a violation. or distribute copyrighted files by means of the system. Or else

« Agenta, desires not to sanction, but #z counts as a they are banned from the community (since the membership
violation then it has as a goal that it sanctions aggnt to the system is under the control of the global authority).
This goal of the normative system expresses that it onlyAt the local level policies forbid, e.g., agents to store files
sanctions in case of violation. exceeding 1Gb on a file sharing service. Or they permit

« Agenta; has the desire not to be sanctioned. participants of the community to download copyrighted files

_— . . from the web server.

In our model, the _de_f_|n|t|on of permission makes direct As Sloman [15] argue, and as it is shown by our scenario,
reference to the definition of obligation. In fact, as laWyere are also other kinds of global policies besides these
scholars [13] suggest the main role of permissions is to providg,mpjes. There are policies that apply to other policies: global
exceptions to obligations in & given context. For example, Rjicies that constrain or permit local policies. In the scenario
permission to access a resource '|f' authorized make sense %Mve agenti; obliges agentu, to permit members of the
|n_the coqtext of a ger!era_l prohibition to access that reso“r(i%?nmunity to access its resources. Analogously, the global
with or without authorization. authority could oblige local ones to forbid access, permit to

Thus our definition of permission is based on a goal of tl}ﬁgrmit access, or permit to forbid access.
normative agent not to count a behavior as a violation: anut what do these higher level policies refer to? Which are
agenta, is permitted by a norm issued by agemnt not to the conditions for their satisfaction? It is not sufficient that
do z in a certain context if a, has the goal that if agemt: the global obligation to permit or oblige access is satisfied
believes that is true —z does not count as a violation. by the fact that the local authority issued a permission or

Note that a permission is not the mere negation of am obligation. In fact, norms are ineffective if they are not
obligation, like in most deontic logic approaches. Rathegnforced by the authority who issued them: violations of norms
permissions have an explicit content in that they modify thehould be recognized as such and sanctioned.
goals of the normative system concerning a correspondingHence, global policies should refer not to the fact that a
prohibition. local norm exists but to the fact that it is enforced by the local



authority by recognizing and sanctioning violations. Thus, a IV. RECURSIVE MODELLING
global obligation by agents that agenta, obliges agenti;

to do x is expressed as an obligation that agentconsiders

—x as a violation and sanctions it. Since in turn the obligation

of a3 is expressed in terms of goals that something counts as

a violation, the global obligation by agea$ is defined as the
goal that agent:; considers—z as a violation and the goal
that if a; does not do that then its behavior is considered
violation by agentas.

In this section we present a logical framework for BDI
agents based on recursive modelling. This framework is ex-
tended to a qualitative game-theory for dealing witiplayer
o ) games for modelling normative systems with multiple authori-

Conversely, a permission by agenf that a, obliges that tjes: each player considers the reaction of the subsequent agent
agenta; doesc is expressed as a permissiondyto consider i, the hierarchy. We assume that the reaction of the subsequent
—z as a violation: agenis has the goal that agent is not  ggent affects only the outcome of the immediately preceding
considered a violator by if it considersa; as a violator. agent. Hence, each agent's behavior is watched by another

In our model we can define also the notionasftittement agent whose behavior can be in control of another one and
introduced by Sadighi Firozabadi and Sergot [16] to denac$e on in a recursive way; until the highest level of authority
a stronger notion of permission: an agent is entitled to whose behavior is not controlled is reached.
access a resource if the provider of the resources obliged o o ] .
to permit access by agem , whatever the local policy it The basic picture is visualized in Figure 1 and reflects the

issued. An agent; obliges agent, to permita; to doz if deliberation of agent, in various stages. Agen, is subject
a3 obliges agenti, not to considerz as a violation. to some obligations, and it is deliberating about the effects

The local horitv. h il viol his alob f the fulfilment or the violation of the norms posed by local
e local authority, however, can still violate this globayjgies. Agentas is the local authority which may recognize

policy_ and_ forbid access to.users i i.t prefers to _face t6d sanction violations. Agent; recursively models agent
sanction with respect to permit access; in the scenario abongmS decision (taken from its point of view) and bases its

is possible that agent, does not grant agent; the resource ..o o the effects of agent’s predicted actions. But in
it is entitled to by the global policy: facing a sanction by th%oing s0,a; has to consider also that is subject to some
global authority (e.g., being excluded by the community for@bligations posed by global policies: so in modelling, it
certain period of time) is preferred to the possibility that o, qiqers that, recursively modelas, the agent who watches
damages the systems (e.g. could create a denial of SerV'Ce)'over its behavior. In fact, agent created some global policies
The argument which supports this reduction of policiesoncerning the local policies issued by agentHence, agent
about policies to obligations and permissions about consigy knows that agenis has the goal to monitor its behavior and

ering something as a violation or not is that in our modeb recognize and sanction agents violations of the global
obligations are defined in terms of goals of the normatiysolicies.

agent. How it is possible to say that an obligation is satisfied

since we cannot prove that an agent has a certain goal? Th¥/hen agent; makes its decision,, it believes that it is
only clue we have is its behavior: whether it sanctions or ift States?. The expected consequences of this decision (due
does not. Moreover, the attribution of goals and beliefs {9 belief rulesB;) are called state;. Then agenu, makes
agents is an instance of tivtentional stancef Dennett [17]: @ decisionds, typically whether it counts this decision as a
agents behave as if they are endowed with such motivatioi¥¢lation and whether it sanctions agent or not. Now, to
attitudes. But nothing prevents that for simplicity reasons tfi&d out which decision agent, will make, agenta; has a
implementation of the agent is not made in terms of exp”dpcrofile of agentas: it has a representation of the initial state

goals. So the basis for judging it can only be its behavior. Which agenta, believes to be in and of the following stages.
When agentz; makes its decision, it believes that agent

believes that it is in staté). This may be the same situation as
states?, but it may also be different. Then, agent believes

B . 2 )
<9 By s? 1 s? that its own decisionl; will have the consequence that agent
s (?elcision % as believes that it is in state}, due to its observations and
az's Obsew&igg ; the expected consequences of these observations according to
o Persistency of '\ az's qgetston B, , belief rules B;. Agenta; expects that agent, believes that
paranet ers 2 . . . .
s B, S2 B, % a, Sz the expected result of decisiafy is states3. Finally, agent
- _ A a1’s expected consequencesdffrom a,’s point of view are
a3's observation H .. .
5353 5 s dbision called states?. And a; makes a similar reasoning abauf’s
o P et o) Y2 d, &3 decisions. Note however, that the recursion in modelling other
s B, : B, ®  agents stops here since agenthas no authority watching

over its behavior. Hence it has not to base its decisions on the
Fig. 1. A three agent scenario. expected reaction of another agent.



A. Agent theory agenta;11). _ ' ‘ _
Moreover, lets; = s 2 Usi™t U si U siT!. All states are

The variables of the language are eitldecision variables i
ﬁlssumed to be complete.

of an agent, whose truth value is directly determined by ) _ _
or parameters whose truth value can only be determined The agents’ epistemic states depend on what it can observe.

indirectly [18]. Here we accept a simple formalization of this complex phe-
Definition 1 (Decisions):Let A = {a;,as,...,a,} be aset homena, based on an explicit enumeration of all propositions
of n distinct agentsA; = {m,m’,m”, ...} (the decision vari- Which can be observed.

ables) fora; € A and P = {p,p',p",...} (the parameters)  Definition 3 (Observations)The propositions observable
are n + 1 disjoint sets of propositional variables. A literal ispy agenta;, OP;, are a subset of the stageﬁj (according to
a yariable or its negation. For a propositional variabjewe agenta,_;’s point of view) including agent;_;’s decision:
write p = —p and =p = p. Pi—1J A;_;. The expected observations of agentn state
A decision set is a tuplé = (di,...,d,) whered; is a S;ﬁ—l are Obs; = {I'"! ¢ Sij |l € OPorl € OR}: if a
set of literals of4; (the decision of agent;) for 1 <i <n. proposition describing state!~! is observable, then agent
Decisions are complete, in the sense that for each decisiRows its value ins~!. By conventiorOP, = ) and s3 = .

\;aerla:lblgrx |;1 GA(zi agenta; takes a decision about it: either The observations of agent; depend on the stateﬁj
4 - it

The consequences of decisions are given by the agerf@ntaining the effects of the decision of agent, froma;_,’s
9 9 y 9 int of view. What is not observed persists from the initial

epistemic states, where we distinguish between the agerﬂtg 2
L] 11— I, H

beliefs about the world and the agents’ beliefs about howsaatesi from a;'s perspective.
new state is constructed out of previous ones. The example ifVhen an epistemic state represents the expected conse-
Figure 1 illustrates that we only consider games in which eagénce of belief rules we say that it respects the decision and
agenta; makes a decision at momentSecond, the agents’ the observations:
beliefs about how a new state at momer$ constructed out  Definition 4 (Respect)A set of literals is called inconsis-
of previous ones is expressed by a sebefief rules denoted tent if it containsp and —p for some propositional variablg;
by B;. Belief rules can conflict and agents can deal with sudtherwise it is called consistent. Fera set of literals (state),
conflicts in different ways. The epistemic state therefore algoa set of literals,R a set of rules, and> a transitive and
contains an ordering on belief rules, denoted4f, to resolve reflexive relation on the powerset &f containing at least the
such conflicts. Finally, to model the recursion the epistemauperset relation, lebut(s, R) = USout'(s, R) be the state
state of agent;, denoted byo;, includes the epistemic stateobtained byout’(s, R) = s and out'*!(s, R) = out®(s, R)U
of agenta; 1, 041, Unless it is the last agent,. {l|LA...Al, = 1€ Rand{ly,...,l,} C outi(s,R)}, and

In order to distinguish the value of the propositional varilet max(s, f, R, >,t) be the set of states obtained by:
ables in the sequence of four stages, we use superscript

numbers to label the parameters and states. 1) @ is the set of subsets dt which can be applied to
Definition 2 (Epistemic states)et P°, P!, ..., P"t! be s U f without leading to inconsistency:
_ / / H
the sets of propositional variables defined By = {p' | Q ={R' C R|out(sU f, R') consistent}
pePand0 <t <n+1}. We writeL,, La.pt, ... for 2) Q' is the set of maximal elements @fwith respect to
the propositional languages built up from;, A; U P?, ... Se,t |nclu/3|on: , ) ,
with the usual truth-functional connectives. We assume that the Qlf {R' € Q|AR" € Q such thatk’ C R"}
propositional language contains a symbolfor a tautology. ~ 3) Q" is the set of maximal elements @f with respect to
Let a rule built from a set of literals be an ordered sequence th/(/e > ord/erlng/. L o
of literals 1, ..., 1,1 written asly A...Al. — [ wherer > 0. Q"={R c€Q |AR" € Q" andR" > R', R' 7 R"}
If = 0. then we also writel — L. 4) O is the set of new elements amt(s U f, R'):
The epistemic statef agenta;, i < n is: O ={(out(sU f, R) N L, ,peer) | R € Q"}
5) max(s, f, R,>,t) is the set of states i® plus some
o; = (B, >P 5172 st st st g ) elements persisting front
max(s, f,R,>,t) ={GUs" | G e O and
whereas the epistemic state of ageptis identical except that s = {111t e (P'ns)andHT ¢ G}
it does not contain the epistemic state of agent;. B; is a ‘ 4 o
setof rules ofL 4, , a,4,,,pi-2pi-1pipi+1; >P isatransiive A state descriptions; = (B;,>E s72 si7! st sl
and reflexive relation on the powerset®f containing at least o¢,.1) respects the decision sét= (dy, ..., d,), the expected
the subset relation. observationbs; of agenta; if
! f / g
si”% is a set of literals ofL p.-- (the state before agemt_,’s s!~' € max(si"2,Obs;, B;, >F,i — 2),
decision). st € max(s, “Usi ' d;, B, >PBi—1),
71 C L, . pi—1 (the initial state of agent,’s decision), s € max(si 2 U st Ust, dig1, By, >5,1),
i i—1 ) i i i + 4
st C Ly pi (the state after the decisiofy of agenta;), and, ifi < n, 0,11 respects the decision set= (dy, ..., d,),
7 i +

and sﬁ“ C Ly, pi+r (the state after the decisiod; , of the expected observatios;; of agenta;, .



Note that the second stat§ and the last one”*! are express these agent characteristics by a priority relation on the
obtained just by persistency frosi ' and s, respectively, rules> which encode, as detailed in Broersetral. [11], how
since for the first agent there are no observations and the lde agent resolves its conflicts.
one does not recursively model the decision of any other agenDefinition 5 (Motivational states)The motivational state
and B® = B*t1 = {). M; of agenta; 1 < i < n is a tuple (D;,G;,>i, M;11),

The following example illustrates how clause 5 models thghereD;, G; are sets of rules of 4, | 4,4,,,pi-2pi-1pipit1,
persistence of parameters that are not affected by any ruleg; is a transitive and reflexive relation on the powerset of

Example 1:Let s0 = {p°, ¢°}, d, = {a}, B1 = {aAp® — D;UG; containing at least the subset relation, aif, , is the

-q'}. We have@ = {0,{a A p° — —¢'}}, Q' = Q" = motivational state that agent; attributes to agenti;,;. The

Ha Ap® — =¢'}}, out(s§ U dy,By) = {p°,¢°,a,~¢*}, motivational stateM,, of agenta,, is a tuple(D,,, G, >y).

O = {{-¢',a}} and, finally, max(s{,d;, B;,>P,0) = The agents value, and thus induce an orderingn, the
{{p',—q",a}}. Propositionp° persists, since it belongs t§ epistemic states by considering which desires and goals have
and—p' does not belong to the elements @f been fulfilled and which have not.

The following example illustrates a similar situation with Concerning the priorities on desire and goal rules, agents
observations. The¢ component in thenax operation plays the can be classified according to the way they solve the conflicts
role of a constraint ([19]), in the sense that the second stagmong the rules belonging to different components: desires,
from agentasy’s point of view respects the belief rules whergoals and desires and goals of the normative system that can be
it is generated from the initial stat§) and these belief rules, adopted. We defined agent types as they have been introduced
but it must be must be consistent with which propositions @i the BOID architecture [11]. Here for space reasons, we
si are observed by agent (Obs,). introduce only a selfish stable agent type, which bases its

Example 2:1f agenta, is in states = {p°,¢°} and there decisions only on its unsatisfied goals and desires.
are no agenty's belief rules B, = ), then agenti, would Definition 6 (Agent types)Let U(R, s) be the unfulfilled
expect a statesl = {p',¢'} given by the persistency of rules of states,

parameters. However, if the statg is {-p',—¢'} and a
can observep, i.e., OP, = {p}, then s} would amount to {in... Ay —leR[{l,....I,} Ssandl ¢ s}

{ﬁplyql}oi 0 o 5 The unfulfiled mental state descriptioof agenta; is U; =
max(sh = {p,a%), Obsz = {p} B2 = 0.20.0) = (0P —U(D;,5:),UE = U(Gi,51)). 5 < 5, f
(SRS 1) U'S = U(G, ) = U = U(Gi, )

The following example illustrates that for a given stafe oG & G o D D
- . T > U > > .
there can be many stateg such that the epistemic state 2) WUy > U andUy” >; U, thenU'™,; 23 U™

. Example 4:Consider an agent; who desires that ip is
respects the belief rules of the mental states. In the example, . . 0 . . :
. . . rue in the initial statesy, theng is true in the following one,
it is due to conflicts among applicable rules.

E ) : ; and who desires unconditionally thats true in the final state
xample 3:According to agent;, a achievesg unlessp . Do — {0 1T 2y Gi tates: — {10 ol
is true in the preceding state: — b, buta A p0 — —gt. 51 Dr=1{p" — ¢, T —"}. Given a states; = {p’,¢ '},

. P 9 4 4np "9 e haveUP = {T — r2}. In fact, the conditional desire is
Since the two rules have contrasting consequents they canfigt 6 3 1.2 - - .
belong to the same maximal set of compatible rui¥s But satisfied §° € s ?ndq € s1) while the unconditional one is
if the second rule precedes the first one in th ordering, no\tN(;F fe.nsal”bu;;f.fesltﬁ{e optimal decisions. It is again a
then it overrides the previous in a context wheres true: inaty ' Pt ISIONS. IS agal

recursive definition.
max(s{ = {p°,~¢"},dy = {a},B1 = {a — ¢',a A s ) . . : .
Definition 7 (Optimal decisions)A partial epistemic state
P = ¢}, >P= {anp® = —¢'} > {a — ¢'},0) = ©p AP P

Ha,p!,~¢'}} is an episltemic state ?xcluding' fpr each agent thg last three
in fact, Q = {0, {a — ¢'},{a A p® — ~¢'}}, Q' = {{a — stat§33;‘_, st gnd sitt. A decision proble_m consists of a
A Aa AP0 — gt} Q" = {{a A p® — —q'}}, out(sQ u Partial epistemic state, observable propositions”; for all

dv, By) = {p°, =, a,—q'} andO = {{~¢",a}}. agentsa;, and a mental statél/;. A decision set is optimal

The agent’s motivational state contains two sets of rul%gr a decision problem if it is optimal for each ageaj. A

for each agentDesire (D;) and goal (G;) rules express the ecision set iptimal for agenta; if there is no decision set

attitudes of the agent; towards a given state, depending o hat QOmlnates_lt_for agent;. '?‘ dECISI/OI’l sed; = (d1, o ,dn)

the context. d/omlnates dguspn séf = (df,..., dn>_f0r agentg; iff d; =
How the agents reason about obligations, and in particufar 07 1 = J < i, they are /bOth optimal for agent; for

how they deliberate whether they fulfill or violate them’ <Jj <n, and we have; <s;

depends not only on their interpretation of the obligations in * for all s; in an epistemic state description that contains

terms of their beliefs, desires and goals, but also on their the partial epistemic state and that respects the decision

agent characteristicsGiven the same set of rules, distinct ~ Setd; and Obs;, and

agents reason and act differently. For example, a respectfup for all s; in an epistemic state description that contains

agent always tries to fulfill the goals of the normative system, the partial epistemic state and that respects the decision

whereas a selfish agent first tries to achieve its own goals. We S€td; and Obs; (defined on this epistemic state).



B. Obligations and permissions The permission overrides the obligation if this goal has

Obligations and permissions are defined in terms of gozﬂ@her priority in the agent chargcte_ristigsﬂ with respect
and desires of the bearer of the norm and of the normatitetn€ goal that-x counts as a violation. _
system. To represent violations for each propositional variableF'”a”%_We_ define Obllgatl_On_S and_ permissions concerning
we add aviolation variable In [6,7], an obligation forz is oth_er_ obligations and permissions in order to model global
defined as the belief that absencezoh counts as a violation Policies (18t0; ;1 (x) = O i1 (2[T)). _
of some normu. In this paper, we do not explicitly formalize ~ Definition 12 (Obligation to oblige)Agent a;, believes
the normn. Instead, we writeV; ;(~z) for ‘the absence of thatitis obligated by agent;., to oblige agent; to do in
x counts for agent; as a violation by agent;’. Since z CONEXMQ, Oit1i42(Oiir1(2]a)), ff Oirrita(Viiti(ma)lg A
can be a violation variable too, we can model the fact that®) WhereViii1(-z) € Aiy. N _
recognizing something as a violation or not can be consideredP€finition 13 (Obligation to permit)Agent a;, believes
as a violation by some other agent. that it is obllgated by agenta; ., to permit agent a;

Definition 8 (Violation variables):Let the decision vari- "0t 10 do z in context ¢, Oii1it2(Piir1(-2lg)), iff
ables of agent; contain a set of violation variable¥ = Oisriv2(=Viip1 (0x)|g A ~x) whereVi i (—x) € Aip.
{Vi;(z)|= a literal built from P U Pi+1 U A;}. Definition 14 (Permission to permit)Agent a;; believes

Definition 9 (Obligations):Agent a; believes that it is that it is permitted by agents;., to permit agenta;
obliged to decide to de (a literal built out of a propositional M0t t© do  in context ¢, Piiiiva(Pir1(zlg)), iff
variable in P U P U A,), O s (), iff: Piy1iv2(=Viip1(—z)|g A —z) whereV, ;1 (-x) € Aiya.

’ Since  Vit1(—x) is a decision variable
; Vit1,i+2(Vii+1(—z)) is also a decision variable: considering
2) Z7¥1jle‘§|fes(air;o; hEasD§s amggél . u. believes that if % & violation represents a violation by agemt,; of a
e i+l il B global policy. Given the reduction of nested obligations
agenta;,, believes—z then agenta;,; has the goal

d the desird/ - 4 e it iolati and permissions to obligations and permissions concerning
ﬁpageﬁt esird/; i1 (—x): to recognize it as a violation ;oo ie possible to define further nestings to cope
Q.

3) T v Do ta: beli that twith more than two levels of authorities. This is necessary
) T — Viipi(nw) € Disy: agenta; believes that agent 1 e the management of systems which are organized
a;+1 desires that there are no violations.

N . . ... _in a hierarchical way. E.g., obligations by agent s that
We -e>.(t-end the defln!t!on mcluc-ilng- sanctllons and .con.dmon% obligatory for a middle authoritys;:» that a;,; makes
Definition 10 (Conditional obligations with sanction):

. o . . . obligatory fora; to do x:
Agenta; believes that it is obliged to decide to do(a literal Oir2.i13(Ois1.i+2(0siar (2]0))) iff

built out of a propositional variable inP? U P+ U A;) with .

. propx ! ; . -) 0i42,i+3(0ix1,i+2(Viit1(—z)|g A —x)) iff

sanctions (a decision variable in4; ;) under conditiong (a Oivairs(Virt ira(Vi i (—2)) g A =2 A Vi1 (—2)))

proposition of L 4, pi pi+1), Oiix1(z, s|q), iff: 2ol Pl 2 Vet q Bt
1) ¢ —» =z € D;11NG,41: agenta; believes that in context V. EXAMPLES

q agenta;;, desires and has as a goal The following example illustrates an obligation to achieve
2) g N —~x = Vi1 (-x) € Dig1 N Gigal a; believes that parametery! of an agenta; which adoptsp! only for the

if agenta;, believesq A —z then agenta; ;1 has the fear of the sanctions even if it desires not to do anything for

goal and the desird/; ;11 (~z): to recognize-z as @ achievingp!. By convention we only give positive literals in

1) T — z € D;s1 NGi41: agenta; believes that agent

violation of agenta;. _ states; all propositional variables not mentioned are assumed
3) T — =V;,11(—x) € D;y1: agenta; believes that agent to be false.
a;+1 desires that there are no violations. Example 5:01 5(p', s | T)

4) .‘/}7¢+1(—|x) —s€ D1 NGigr: agenta; bglieves that s9=0, By={z — p'},>P=0,2 € A;,p' € P,
if agenta; 1 de.C|desV;"i+1(ﬁx) then it desires and has Gy =0,D,={T — —z, T — s},
5 aTs a goal theg it sanctlort1s agelqt. ot " >1=(T — —s)> {T — —a}
— s ;1. agent a; believes that agent;
desires nof to ;z;nctign. Z S $5=0,0P, = A,UP!, By ={x — p'},27= 1,
6) T — —s € D;: agenta; desires not to be sanctioned. Via(-p') 61‘427316 Az, L L
A permission not to dar is an exception to an obligation Go={T = prs ' = Via(op'), Via(op') — sb,
to do z. Dy={T—p!, p' =Via(=p'), Vipo(-p')—s, T==Via(-p),
Definition 11 (Conditional permission)Agent a; believes T—-sh, . ) )
that it is permitted to decide to do (a literal built out of =2= {=p" = Via(=p')} > {T = Vi (p'), T — s}
a propositional variable inP! U P! U A;) under condition Optimal decision set{d; = {z},d> = 0)
q (a proposition of L4, pipi+1), Piit1(x|q), iff ¢ AN @ — Expected state description:
-Viir1(z) € Diy1 N Giyq: agenta; believes that if agent si = {z,p'}, s3 = {z,p'}, s3 = {p*}, s = {p?}
a;+1 believesqg A z, he wants thatz does not count as a Unfulfilled mental states:
violation. UP ={T - -2}, UE =0,UP =US =0



If agent a; decides to dox, di = {z}, then we have Dy, = {T — —z,2 — Via(z),Viglz) — s, T —
si € max(s9,dy, B1,>P2,0) = {{z,p'}} by Definition 4 of -V 2(z), T — =5, T — —o'},
respecting mental states. Agets desire not to be sanctioned, - (T — =o'} > {T — “Vas(Vis(a))} > {z
is fulfilled: the antecedent of the unconditional rule” — —s 1/ ;(x)} > {T = ~Via(2), T — ﬁs]i ’
is true, and the consequent is consistent with state {p?} ’ ’ ’ ’
since agent; decides not to sanctiom§) (recall thats € Az, 1 _ 0,0P; = AyUP?, Vs 3(Vio(z)) € V N As,
so it is implicitly a variable of the last stage - Definition L ' '
2 - while p? by persistency of the parametet from s} Gz ={g' N — Vip(@), Via(e) = Vaa(Via(2))},
- Definition 4). In contrast, the unconditional (and henc®;={¢' Az — = Vi 2(z), Vi 2(z) — Va3(Vi2(z)),
applicable) goall — -z is in conflict with statesi = {z,p'} T — =V 3(Vi2(2))},
(x € Ay, so it is a decision variable describing second stagg)33 (Via(z) = Vas(Via(@)} > {T — <Vas(Via(z))},
and it remains unsatisfied (see Definition 6). T ' ' ’ ' "
For what concerns agent,’s attitudes, its unconditional optimal decision set(d; = {z},ds = 0, ds = 0)
desire and goal that agent; adopts the content of the S
obligation T — p! is satisfied insi. Analogously are E1Xp610ted siatel degscr|2pt|02n. 5 o a3 3
the desires not to prosecute and sanction indiscriminate‘fy::‘g?:{z’q P }s5=sp=s1={q", p7}, s5=s5={¢", "}
T — =Vio(-p') andT — —s (recall that states are completeUnfulfilled mental statest/;”* =U{"*={),
- Definition 2 - 50~V 5(—p') and—s are true ins2 = {p2}). Uy *=Us>={T—-xz, 2V s()}, Uy *=Us*=0
The remaining conditional attitudesr — Vi o(—p'), etc. are  gjnce agent a, decides to do z, then s =
not applicable and hence they are not unfulfilled. max(s?,dy, By, >F,0) = {z,¢",p'}: hence its unconditional
Whatever other decision agent would have taken, it could (ang hence applicable) goal — p' is achieved in state
not satisfy more goals or desires, ¢o= () is a minimal and 1 Also its desire not to be sanctioned is fulfilled: the
optimal decision - Definition 7. E.gly = {s} leavesT — —s  antecedentl of the unconditional ruleT — —s is true, and

unsatisfied{ T — =s} >3 0 (in fact, =, contains the subsethe consequent is consistent with stafe since agentas
relation) and the"y’ = {T — —s} > Uy’ = 0. decides not to sanction.

Had agentu, s decision beenl; = (), agenta; would have  £or \what concerns agent’s attitudes, its unconditional
chosend, = {Vi2(-p"),s}. The unfulﬂllczd desires and goalSqyesire and goal that ageat fulfills the obligation T — —a
In gtate s = 2/2 = {(Via(-p") s} U'P = {T — =s}. is not satisfied ins} and also the conditional attitude —
Uy =0, =U2={T = p', T — ~Via(-p'), T — -s}, V1,2(z) is not satisfied. In contrast, the desires not to prosecute

G— 1 ST o
U'5={T —p}. . and sanction indiscriminately are satisfi@d:— -V} »(x) and
How does agent;; take a decision betwees, and d,? 1 _, _ ¢

Since it compares which of its goals and desires remain , . , ,
unsatisfied (Definition 6)U{ = U'¢ = 0 but U'P = {T — Had agenta,’s decision beerdQ/; {Vi2(), 5} ar's unful-
—s} > UP = {T — —-z}. And hence, the optimal statefilled desires would have beety!’; ™ ={T—-s}.
(Definition 7) iss1: s1 = {x,pt,p*} < 8| = {V12(-p'), s}. How does agent., take a decision betweedy andd;? It
We consider now a case of entitlement: agentesires to COMpares vyhich of its goals and_ des@res rem_ain unsatisfied
have a given filey') by downloading it ¢): it is entitled to Under the light of agent;’s reaction: in fact, if agent,
do z in contextg by agentas: in fact, agenta; has issued a decided forg’z, dz would have beer{ngg(VLQ(:é))}. In this
1G22 1G22
global policy which obliges agent, to permit agent;; to do SituationU’y™* = {T; Vo 3(Vip(e))} but U’y = {T —
x: O2.3(P12(z|q")). But the resource is in control of agent Va3(Via(2))} 2 Ug® = {T — —a,2 — Via(2)}).
az Who locally forbids access); o(—z, s). Agentay has to What happens insteadsif is true ins,?r can be interpreted
decide whether to stick to the global policy and dgtdo = as the fact that a hacker is accessing the resource andagent
without sanctioning it or to make; to respect the local policy, believes it will damaged!) the system (since! Az — o' €
thus sanctioning,. Moreover, to consider a different situationB,). In this case agent, prefers to be considered a violator
where agenti; believes that ageni; can make damage, letby agentas; with respect to not considering a violater and
r mean that agent; is possibly dangerous and mean that thus punishing it.
agenta; damaged agent,.
Example 6:0172(_@, S) and 0273(P172(I’|q1)), ie.,
O23(=Vi2(2)lq" A)
S?:{qo}’Blz{m - pl}’ 2119:0)733 € A1,p,q € P,
G1=0, D1={T —pt, T—-s}, >1={T—p}>{T—-s},

In the last example, we describe a more complex local
policy of agentas: it forbids access to a resoureeto agent
a; unless it is in a contex¢', where agenti, permitsa; to
access resource; this permission as exception is in contrast
with the global policy issued by agent to unconditionally

s9={q"},0P, = Ay UP" By = {r' ANz — o'}, forbid access. However, given the fact that agentonsiders
>B=0,Vi2(z) € VN Az, s € Ay, agenta, as a violator if it does not prosecute agentthen
Gy = {T — -az — Vis(z),Via(x) — s, T — as complies with the global policy also in context and thus

Va3(Via(2)), T — —0'}, it sanctions agent; .



Example 7:0172(_|.’£,5) and P1’2(1’|q1) 0273(0172(_‘1’)),
ie., 0273(‘/1,2(1')‘.%)
s9={¢"}, B1=0, >P=0, € Ay, ¢€P,
G1=0, D1={T—z, T—-s}, >1={T—z}>{T—-s},
s = {¢°},0bsy = Ay UP By =0, 2= 0,Vi5(z) €
Vn AQ,S S AQ,

(1]

(2]

K]

Gy = {T — —z,0 — Vig(z),Vig(x) — s,z —
WVig(x), T — =Vas(=Via(x))},
Dy = {T — -z, — Vig(x),Viglz) — s,z —  [4]

Via(x), T — —Vio(z), T—-st,

>22 {T — ~Vo3(=Vipa(2))} > {z — "Vip(@)} > {z —
Vip(@)} >A{T - -V(z), T — —s},

53 =0,0bs3 = Ay UP? By = (), >F=0,Vo3(V12(x)) €
V ﬂ A37

Gz = {z — Vi2(2), Vi2(x) — Va3(=Vi2(2))},
D3={z—V12(2), V12(x)—= V2 3(=V1,2(2)),
T—==Va3(=Vi2(2))},

>32{V12(2)=Va3(=V12(2)) }>{T—=Va3(=Vi2(2)) },
Optimal decision set{d,={z}, do={V1 2(x), s}, d3=0)
Expected state description:

S%:S%:{l‘, q1}7 5%:5%:{‘/172(1')7 S, q2}7 53:532{(13}

Unfulfilled mental states:

(5]
(6]
(7]

(8]

El
(20]

(11]

U ={T — —s}, U =0,
Uy?={z — Vig(e), T=-Via(a), T-ms), Us*={z — [12]

Via(x)},

13
u=u .

[14]
VI. SUMMARY AND CONCLUDING REMARKS

In this paper we consider the problem of regulating virtudt®
communities by means of local and global policies.

The relevant property of our approach is that it is ndt
a preventative control system: agents are not constrained to
respect local policies and to implement global policies, inste&id]
they can decide whether to do that or not under the “ghtnﬁfs
a rational balance between the advantage of non respecting clzx
norm and the disadvantage of being sanctioned. In this wag]
the autonomy of the local providers is maintained, while @0]
the same time enabling the regulation of a virtual community.
Moreover, multiple levels of global policies can be defined.

We introduce a qualitative decision theory for reasonir@l]
about decision making of BDI agents constrained by global
and local policies.

There are several issues for further research. For exam-
ple, the hierarchical relations among authorities [20] and the
analysis of when is rational to introduce norms [21]. In [7],
we address the problem of structuring the normative system
by means of different roles. Moreover we are interested in
studying the distinction between enacting a permission and
granting an authorization. While these two notions seem
similar, they are distinct when we consider that permissions are
meaningful only if there is a possibility to forbid the permitted
behavior.
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