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Abstract

This paper shows how cryptographic protocols for mo-
bile agent data integrity properties can be formally speci-
fied by using spi calculus, an extension of 7 calculus with
cryptographic properties. In particular, by means of a case
study, it is shown how a specification technique initially
conceived only for classical cryptographic protocols can be
used in the context of mobile agentsaswell. Our case study
includes the spi calculus specification of a sample mobile
agent data integrity protocol and of its security property.

1. Introduction

The use of software architectures based on mobile agents
to develop distributed computing systems is gaining more
and more attention because it seems to exhibit advantages
over the traditional client-server paradigm in several appli-
cations. However, to make mobile agents become awidely
used new paradigm for distributed computing, it is neces-
sary to manage the various security problems arising when
it is adopted [6, 3]. Such problems generally fall into two
main categories. On one hand, it is necessary to protect
hosts from malicious agents coming from the network, on
the other hand it is necessary to protect agents from mali-
cious hosts and network intruders. While the first kind of
problem has been studied extensively, at the moment only
some partial solutions are available for the second one (e.g.
[9,7,4,2,8]).

In general, all the solutions adopted to ensure security
properties in distributed systems are based on some kind
of cryptographic protocol which, in turn, uses basic cryp-
tographic operations such as encryption and digital signa-
tures. Despite their apparent simplicity, such protocols have
revealed themselves to be very error prone, especialy be-
cause of the difficulty generally found in foreseeing all the
possible attacks and all the possible behaviors of various

parallel protocol sessions. For thisreason, alot of attention
is being paid to forma methods which can help in devel op-
ing error-free protocols or in analyzing the vulnerability of
existing protocols. Up to now, such methods have been suc-
cessfully employed to formally verify security properties of
classical message-based protocols, such as authentication
protocols, whereasthey have not yet been applied to analyze
the security of agent-based systems. It is worth noting that
the specifi cation and verification of security issuesrelated to
mobile agent systems involves new aspects not encountered
in classical cryptographic protocols. In particular, in addi-
tion to the classical threats, such as those related to possible
alteration of messages being transmitted, it is also heeded
to model the fact that the correct behavior of an agent is not
guaranteed when the agent is being executed in an untrusted
host. This means that the behavior of an agent potentially
becomes unpredictable each time it visits an untrusted host.

This paper addresses such new aspects and explores the
possibility of applying existing formal specification tech-
niques to those cryptographic mechanisms specifically de-
signed for the protection of agents from their environment,
with a particular emphasis on agent data integrity, which is
the most typical property of interest.

2. A sample protocol for mobile agentsdata in-
tegrity

A mobileagent (MA) isaprogram that can migrate from
one network host to another one while executing. Mobile
agents are executed by agent interpreters that run on each
host and communicate by message passing. An agent mi-
grating from one host to another host consists of a static
part, typically including the agent code and, possibly, some
static data, and a dynamic part, including al the agent el-
ements that can change over time (program counter, stack,
variables, etc.).

In this paper, we show how to model using process al-
gebras a simple protocol which aims at the integrity of a



data gathering mobile agent that runs on severa possibly
untrusted hosts. This agent goes to several hosts and sim-
ply picks up pieces of data on its way. For example, the
agent could be a shopping agent dispatched to visit differ-
ent companies and find out the prices at which they sell a
given product, so as to select the cheapest company. Data
integrity of such an agent means that a host cannot tamper
with the data already collected without being detected. This
is a classical problem for which different protocols have
been proposed [9, 7, 4, 2, 8].

The specific protocol we consider here was proposed in
[2] by Corradi et al.. Theideais that agents carry along a
cryptographic proof of the data they have already gathered.
This proof prevents hosts from tampering with the data al-
ready collected without being detected.

For the description of the protocol we use the follow-
ing notation. hash() is a cryptographic hash function, i.e.
a function which, theoretically, cannot be inverted (z can-
not be deduced from hash(z)). Following the spi calcu-
lus notation, the private and public part of the key of host
H are denoted H~ and H™ respectively. Encryption of
dataz by private (public) key of host H isdenoted {[z]} ;-
(=]} m+)-

We &l so take some notation from [2], where MIC stands
for “Message Integrity Code” and isthe cryptographic proof
we have just mentioned, C is a “cryptographic counter”,
which is incremented by successive applications of hash
by the agent and AD is the list of aready collected data.
The hosts where data have to be collected are decided by
the agent dynamically, in such away that each host is vis-
ited at most once. The hosts are denoted, in order of visit by
the agent, Hy, whichistheinitiator, and H; (1 < i < n),
which are the hosts where data must be collected. The ini-
tiator initially creates the agent, sendsit out and, at the end
of the computation, receivesit with the collected data. Each
host H; (1 < i < n) has a piece of data D; that will be
collected by the agent.

AD; and MIC; are respectively the collected data and
the MIC value after the agent hasleft H;. Similarly, succes-
sive values taken by the cryptographic counter are denoted
C;. CID isthe (static) code of the agent. It is signed by a
trusted party for authentication and it is carried along from
host to host with the agent. The agent moving from host
H; , tohost H; can be represented by a message contain-
ing CID, ADl',l, MICZ',1 and Cz

2.1. Informal protocol description

e Initidlization: H, generatesasecret number Cy. It cre-
ates the agent and passes C'y = hash(Cp) toiit.

e First Hop: The agent encrypts C; with H; to let it be
accessibleonly on H,, and then movesto H, carrying
with itself only the encrypted C (i.e. {[Cl]}H;r)- The

collected datalist ADg and theinitial MIC MIC, are
empty.

e On host Hy: After the agent has reached H,, it asks
H, to decrypt {[C1]} p+» thus obtaining €y and col-
lects D, so having AD, = {D;}. Then it computes
MIC, = hash(D;,C1), and it increments the cryp-
tographic counter by computing C'» = hash(Ch).

e Hopi (2 < i < n): The agent encrypts C; with H;"
and then moves to host H; carrying with itself the al-
ready collected data AD;_,, the cryptographic proof
MIC;_4, and the value of the cryptographic counter
encrypted with H;'s public key: {[C;]} j;+.

e On host Hy (1 < i < n): After having decrypted
{[Ci]} +, the agent collects D; and appends it to the
collected data list, so computing AD; = AD; , U
{D;}. It then computes a new proof by:

MICZ = hash(Dl, C“ MIlel)
and increments the cryptographic counter.

e Last hop: The agent encrypts C,, with H;™ and then
moves from H,, back to Hy carrying with itself the
wholedata AD,, the computed checksum M IC,, and

{[hash(Co)]} s

e Termination: H, receives from the agent AD,,
MIC,, and {[hash(C})]} +. From the values of Cy
and AD,, Hy can compute MI C,., and check that it
is the same that has just been received from the agent.
If any differenceis found, the agent data is considered
to be invalid. This guarantees the integrity of validly
collected data.

A host cannot modify the already collected data, basi-
cally becauseit cannot retrieve C from hash(C'). Since H;
doesnot know C; (j < i), it cannot modify D; (j < i) and
so it cannot reconstruct avalid MIC.

As also noted in [2], this solution does not work if the
agent visitsahost to collect datatwice, or if malicious hosts
cooperate. One advantage of the method is that it allows
intermediate hosts to read the data already gathered (they
are not encrypted).

3. Modeling a maobile agent system

Formal models of cryptographic protocols typically are
composed of a set of principals which send messages to
each other according to the protocol rules, and an intruder,
representing the activity of possible attackers. The intruder
can perform any kind of attack: it can not only overhear
all the transmitted messages, learning their contents, but it



can also intercept messages and send new messages created
using al the items it has already learned, as well as new
nonces. So the intruder can fake messages and sessions.

Since such models are meant to reveal possible security
flaws in the protocols and not flaws in the cryptosystems
used by the protocols, cryptography is modeled in a very
abstract way and it is assumed to be “perfect”. This means
that:

e the only way to decrypt an encrypted message is to
know the corresponding key;

e an encrypted message does not reveal the key that was
used to encrypt it;

e thereis sufficient redundancy in messages so that the
decryption agorithm can detect whether a ciphertext
was encrypted with the expected key.

Although such assumptions are obviously not completely
true for real cryptosystems, they represent the properties
of an ideal cryptosystem, so they are useful to isolate the
flaws of the protocol itself. In other words, any flaw found
with thismodel isareal protocol flaw, but it is possible that
the model does not reveal other weaknesses due to the used
cryptosystems.

In order to model a mobile agent system, we use a tech-
nique quite similar to the one just described, based on the
same assumptions about perfect cryptography and intrud-
ers. Agents are not modeled as autonomous mobile princi-
pals, but the whole agent-based system is represented at a
lower level of abstraction, closer to the real system. Prin-
cipals represent hosts which, by their agent execution plat-
form, can execute mobile agent code. The migration of an
agent from host to host is represented by a message, ex-
changed by the principals that represent the involved hosts,
containing the agent code and data.

Since the integrity of the static agent code and the static
agent data is a problem shared by all mobile agents, it can
be solved by the MA platform, independently on the partic-
ular functionality of the agent. Since we are not interested
in validating this part of the protocol, we assume that this
problem is already solved in areliable way and we do not
model code transmission explicitly, but we simply assume
that trusted hosts always execute the right code. So each
agent hop is represented by a message containing only the
dynamic part of the agent data. For example, in modeling
the sample protocol described in [2], messages would just
contain the collected data followed by the MIC and C val-
Ues.

The main new aspect in mobile agent cryptographic pro-
tocols with respect to classical authentication protocols is
the possibility of having attacks due both to network in-
truders and to untrusted hosts that may alter the behavior

of agents hosted by their execution platform in an unpre-
dictable way.

Modeling agents by messages exchanged by the hosts
helps us in taking all such issues into account. Let us as-
sume that we have a single untrusted host H,,. Attacks due
to H, can be taken into account in the above model giving
the intruder the possibility of totally replacing it. To obtain
this, it is enough to give the intruder all the secrets known
by H,, which, in our example, coincide with H,,’s private
key. Having the private key of H,, the intruder can totally
replace H,,, i.e. it canintercept any message directedto H ,,,
decryptit exactly as H,, could do and forge any message H ,,
could producein responsetoit. In other words, the intruder
incorporates the behaviors of all possible network intruders
aswell asthose of all possible untrusted hosts. This models
any kind of malicious behavior of H,,, including any modi-
fication in the execution of the mobile agent on H ,, as well
asthe casein which the agent is sent by H,, to ahost differ-
ent from the one where it should go.

This approach can be easily extended to model environ-
mentswith several untrusted hosts: inserting all their private
keysin theinitial intruder knowledge. This corresponds to
modeling several untrusted hosts that can cooperate. Thein-
truder process knows the keys of all the untrusted hosts and
so can replace each of them and use the total knowledge of
all of them.

Modeling untrusted hosts that can cooperate is adequate
for most applications. Nonetheless, a solution can be found
evenfor casesinwhichit could be useful to model untrusted
hosts that are unable to cooperate. These cases are difficult
to model using the modeling approach explained above, be-
cause the specifier cannot control how the intruder is mod-
eled, the only thing that can be specified about the intruder
being its initial knowledge. However, the model with co-
operating untrusted hosts includes, as a special case, the
onewith uncooperating hosts. Indeed, by analyzing thefirst
model, we can find out all possible attacks against the pro-
tocoal, including those that do not require any untrusted host
cooperation. So away out of this problem is to analyze al
the attacks reported by the analysis tool and then filter out
the ones involving cooperating untrusted host.

For what concerns the specification of data integrity
properties, they can be expressed in the same way authen-
ticity propertiesare specified in classical authentication pro-
tocols. Indeed, requiring that some data that is considered
valid at a given site has actually been delivered by the ex-
pected oneisreally an authenticity property.



4. A spi calculus model of the sample protocol
4.1. Introduction to Spi

Spi-calculus[1] is an extension of w-calculus[5], which
adds a few cryptographic primitives to w-calculus, namely
hashing and shared, private and public key encryption. Like
m-calculus, it is afirst order process algebra, so it does not
address mobility explicitly. Its syntax and semantics can
be found in [1]. We give here only a brief overview of the
constructs used in this paper.

In w-calculus, asystemis described as aset of concurrent
communicating processes. The basic computational step
and synchronization mechanism is interaction, in which a
term M is communicated from an output process to an in-
put processviaanamed channel m. A term can be basically
a name (representing a data or a channel), a variable or a
par (N, L), where N and L are in turn terms. An output
processmi(M ). P isready to output M on channel m. If an
interaction occurs, term M is communicated on m and then
process P runs. An input process m(z).Q is ready to input
on channel m. If an interaction occurs in which term M
is communicated on m, then process Q[M /z] runs, where
the post-fix operator [ /x] indicates literal substitution of
variable z by term M.

A composition P|@ behaves as processes P and @ run-
ning in parallel. Each of them can interact with the other
one on channels known to both, or with the outside world
independently of the other one.

A restriction (vn) P is aprocess that makes a new, pri-
vate name n and then behaves as P. This operator is used
to specify data that is not known to the intruder.

A pair splitting processlet (z,y) = M in P behavesas
P[N/z][L/y] if term M isthe pair (N, L). Otherwise the
processis stuck.

New kinds of terms have been introduced in spi-calculus
to represent cryptographic operations. Term {[M]} g+
is the encryption of term A with the public key of H,
denoted HT. A term of this form can be decrypted
by using the private key of H, H—, by the process
case y of{[z]}y- in P, which behavesas P[M/z] if y
is{[M]} g+ andis stuck otherwise.

The description of spi calculusin [1] introduces testing
equivalence (~), which is a kind of observational equiva-
lence that can be used to express security properties. If a
process P is ready to synchronize immediately on channel
3, we say that P exhibitsbarb g, and wewrite P | 8. If P
can exhibit g, immediately or after afew internal reactions,
wewrite P || 5. A testisapair (R, ), where R isatesting
process and 3 isabarb. A test (R, 3) is passed by process
Pif (P|R) | . Testing equivalence ~ is formally defined
by:

P~@Q & PCQandQLCP

Agents Initiator
. .-~ Host
N . Untrusted
. Host
Trusted %

Host

Figure 1. Modeled instance of the Corradi et
al’s protocol.

where the preorder C is defined as

PLQ < VY(R,B)(PIR) IS = (QIR) U5

In other words, P C @ iff all the tests passed by P are
passed also by (). As a consequence, two processes are
testing equivalent iff they pass the same tests, i.e. they are
indistinguishable by testing.

4.2. The sample protocol model

In this section we show the modeling in spi of an in-
stance of the protocol described in section 2. For simplicity,
we deal with afairly small instance of the protocal. In this
instance (Fig. 1), an agent is sent out from the initiator H,
visits two hosts, identified as H; and H, and comes back
to Hy. D, and D are the data gathered by the agent on H;
and H respectively. Hosts Hy and H; aretrusted, whereas
H, isnot. In this way we can express the integrity prop-
erty asserting that the data collected at H; should not be
modified when the agent passes through H». Of course, it
is possible to extend the model to incorporate an arbitrary
number of visited hosts. Moreover, we can have multiple
sessions of the protocols, each one corresponding to a dif-
ferent agent.

Initially the agent moves from Hy to H; on channel
cm, .- Since, at thistime, the first value of the cryptographic
counter (C,) is the only data contained in the agent, the
movement of the agent from H, to H; is simply modeled
by Hy sending C; encrypted with H, " to H;. Then H;
passes the agent to H» on channel cy,. Thistime the agent
datais D1, thevalueof MICis hash(D1,C;) and thevalue
of the cryptographic counter is hash(C1). The complete
description of the behavior of H; isthen

Hy(Dy) =
CH, (y)
case y of {[Cil}as- in



%(Dla haSh(Dla 01)7 {[haSh(Cl)]}H;)

The encrypted cryptographic counter is received at H; in
variable y, (cq, (y)), it is decrypted with H,'s private key
to obtain C (case y of{[C1]} y,-), Whichis then used by
the agent to build the new AD, MIC and C components.

H, receivesthe agent and executes the agent code as de-
scribed in section 2. Then H, sends the agent back to Hy
on channel cp,:

Hy(D,) =

cH, (T).

let(Dy, MIC1,y) =z in

case y of {{C]} pr,- in

Ch, (D1, Dy, hash(Dy,Co, MICY), {[hash(Cg)]}ng)

When H, receives the agent, it checks that the value of
M IC5 corresponds to the initial secret and collected data.
So the complete description of Hy is:

Ho() = D

(v Co)

e ({[hash(Co)l} s, +)-

cu, (x).let(z1, Do, MICs,y) =z in

case y of {[Cs]} s, im

case Cs of hash®(Cy)in

case MICs of

hash(Ds, hash?(Cy), hash(z1, hash(Cp))))in

CH, (1)
Thenotation hash™(z) isused to denotethat hash function
isappliedn timeson z. Itisto benoted that if the computed
MIC, matches, Hy triesto send D, on channel cg,. This
last step has been added for testing the protocol (see testing

equivalence, section 4.1).
Thewhole protocol instanceiis:

P(Dy,D5) = %)
(v Hy )Ho()|(v H1 " )H1(D1)|H2(D2)

where H,™ isnot private, since H- is an untrusted host.
4.3. Security Properties

We are interested in agent integrity, i.e. we want any
tampering of D, by H» or by network intruders to be de-
tected. Therefore, let us write the following specification of
Hy:

HOS'pec(Dl) = (3)
(l/ Co)

CHot, ({{hash(Co)l} g, +).
e, (x).let(x1, Do, MICs,y) = x in

case y of {[Cal} m, -in
case Cs of hash®(Cy)in

case MIC; of

hash(Dz, hash*(Cy), hash(z1, hash(Cy))))in
CH, (D1)

and the following whole protocol specification:

PSpec(DlaD2) = (4)
(v Ho ) Hospec (D1)|(v H1 ™ )H1(D1)|Ha(D2)

As the reader can note, equation (4) differs from equation
(2) only inthelast line. The process H g, (D1) isa” mag-
ical” processthat is ready to output the right value of D, on
cn, for any incoming agent that passes the validity tests. If
we provethat specification (5) istesting equivalent to model
(3), we have proved that the protocol ensuresintegrity of the
agent data. Indeed, in that case, we are sure that the val ue of
D, that Hy has received has not been tampered with. Oth-
erwise, the specification and the model would be willing to
output different valuesthrough channe ¢ g, and they would
not be testing equivalent.
So, the formal expression of integrity for the above agent
is:
PSpec(D1;D2) ~ P(Dl,DQ) (5)

Equation (5) is only an integrity specification. To specify
additional properties other equations are needed.

5. Conclusions

In this paper we explore how some formal specifica
tion techniques, originally developed to model various se-
curity properties of cryptographic protocols, can be applied
to model integrity properties of mobile agents as well.

Mobile agent systems can be modeled by means of the
messages exchanged by the hosts where they are executed,
inaway quite similar to the one used for authentication pro-
tocols. In this way, untrustedness of hosts can be modeled
simply making their secrets known to the intruder.

A clear formal specification is very important to unam-
biguously and precisely describe a mobile agent security
mechanism and its properties. It expresses not only the con-
tents of the exchanged messages, but all the aspects that are
relevant to guarantee the security properties of interest, in-
cluding the checks that must be done when messages are
received. So a formal specification of this kind is a valid
and practical basis for a correct implementation.
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