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7KH�0RELOH�$JHQW��0$��SDUDGLJP�VHHPV�DEOH�WR�VXSSRUW
HIIHFWLYHO\�GLVWULEXWHG�DSSOLFDWLRQV�LQ�RSHQ�DQG�KHWHURJH�
QHRXV� HQYLURQPHQWV�� DQG� DSSOLFDWLRQ� DUHDV� VXFK� DV� H�
FRPPHUFH�DSSHDU� WR�EH�RI�SDUWLFXODU� LQWHUHVW. However,
MA technology has to answer to the requirements of
security and interoperability to achieve wide deployment,
especially in e-commerce applications. The paper focuses
on security and interoperability, and describes a Secure
and Open Mobile Agent (SOMA) programming envi-
ronment where both requirements are main design objec-
tives. On the one hand, SOMA is based on a thorough
security model and provides a wide range of mechanisms
and tools to build and enforce flexible security policies.
On the other hand, the SOMA framework permits to
interoperate with different application components de-
signed with different programming styles. SOMA grants
interoperability by closely considering compliance with
the OMG CORBA and MASIF standards. In particular,
the paper presents a SOMA-based e-marketplace that
stresses to the limit the security and interoperability
issues and that has served as a testbed for the validation
of SOMA security and interoperability support.
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*OREDO� GLVWULEXWHG� V\VWHPV� VXFK� DV� WKH� ,QWHUQHW� DQG� WKH
:HE� KDYH� SURSRVHG� D� QHZ� IUDPHZRUN� IRU� DSSOLFDWLRQ
GHYHORSPHQW�DQG�KDYH�PRWLYDWHG�WKH�LQWHUHVW� LQ�QHZ�DQG
IOH[LEOH� SURJUDPPLQJ� SDUDGLJPV� EDVHG� RQ� G\QDPLFDOO\
PRELOH� HQWLWLHV�� 5HPRWH� (YDOXDWLRQ�� &RGH� 2Q� 'HPDQG
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,QYHVWLJDWLRQ� VXSSRUWHG� E\� WKH� ,WDOLDQ� ³&RQVLJOLR� 1D]LRQDOH� GHOOH

5LFHUFKH´�LQ�WKH�IUDPHZRUN�RI�WKH�3URMHFW�³*OREDO�$SSOLFDWLRQV�LQ�WKH

,QWHUQHW� $UHD�� 0RGHOV� DQG� 3URJUDPPLQJ� (QYLURQPHQWV´� DQG� E\� WKH

8QLYHUVLW\� RI� %RORJQD� �)XQGV� IRU� 6HOHFWHG� 5HVHDUFK� 7RSLFV�� �$Q

LQWHJUDWHG�,QIUDVWUXFWXUH�WR�VXSSRUW�6HFXUH�6HUYLFHV���

DQG�0RELOH�$JHQWV� �0$��>�@� >�@� >�@�SURSRVH� WKH�PLJUD�
WLRQ�QRW�RQO\�RI�GDWD�EXW�DOVR�RI�FRGH�RYHU�WKH�QHWZRUN��WR
RYHUFRPH�WKH� OLPLWV�RI� WKH� WUDGLWLRQDO�FOLHQW�VHUYHU� �&�6�
PRGHO��7KH�0$�PRGHO�GLIIHUV�IURP�WKH�RWKHUV�EHFDXVH�LW
DOORZV� H[HFXWLQJ� HQWLWLHV� WR� GHFLGH� DXWRQRPRXVO\� DERXW
WKHLU�PLJUDWLRQ��ZLWK�WKHLU�RZQ�FRGH�DQG�H[HFXWLRQ�VWDWH��

0DQ\�DSSOLFDWLRQ�DUHDV��VXFK�DV�HOHFWURQLF�FRPPHUFH�
PRELOH�FRPSXWLQJ��QHWZRUN�PDQDJHPHQW�DQG�LQIRUPDWLRQ
UHWULHYDO�FDQ�EHQHILW�IURP�WKH�DSSOLFDWLRQ�RI�WKH�0$�WHFK�
QRORJ\��+RZHYHU�� WKH�GHSOR\PHQW�RI�0$�LQ� WKHVH�DSSOL�
FDWLRQ� GRPDLQV� FDQ� EH� DFFHOHUDWHG� DV� VRRQ� DV�0$� V\V�
WHPV� FDQ�SURYLGH� VROXWLRQV� WKDW� UHVSHFW� WKH�RSHQLQJ� DQG
FORVLQJ� SURSHUWLHV�� 7KH� RSHQLQJ� SURSHUW\� SHUPLWV� WR
RYHUFRPH�WKH�V\VWHP�ERXQGDULHV� LQ�RUGHU� WR� LQWHURSHUDWH
ZLWK�DQ\�QHFHVVDU\�H[WHUQDO�FRPSRQHQW�DQG�WR�DOORZ�DQ\
H[WHUQDO� UHFRJQL]HG�XVDJH��ZKLOH� WKH�FORVLQJ�SURSHUW\� LV
WKH�SRVVLELOLW\�RI�FRQVWUDLQLQJ�WKH�V\VWHP�LQ�VXFK�D�ZD\�WR
LGHQWLI\�DQG� H[FOXGH� DQ\�PDOLFLRXV� LQWUXVLRQ��7KH�RSHQ�
LQJ�SURSHUW\�LV�JUDQWHG�E\�LQWHURSHUDELOLW\�FRQVLGHUDWLRQV
DQG� WKH� FORVLQJ� SURSHUW\� E\� VHFXULW\� PHFKDQLVPV� DQG
SROLFLHV��%HFDXVH� WKH�ILUVW�0$�SURWRW\SHV� IDLO� LQ� VDWLVI\�
LQJ� WKH� RSHQLQJ� DQG� FORVLQJ� SURSHUWLHV�� WKH� UHFHQW� 0$
UHVHDUFK�KDV�IRFXVHG�RQ�WKH�DUHDV�RI�LQWHURSHUDELOLW\�DQG
VHFXULW\�

,QWHURSHUDELOLW\� LV� DQ� LPSRUWDQW�SURSHUW\� IRU�0$�V\V�
WHPV�� ,Q�JHQHUDO��0$�SURSRVDOV� WHQG� WR�SURYLGH� DQ� HDV\
DFFHVV� WR� XVHUV� RI� WKH� ,QWHUQHW� DQG� WKH�:HE��:H� FODLP
WKDW� IXOO� LQWHURSHUDELOLW\� PHDQV� QRW� RQO\� WKH� XELTXLWRXV
DFFHVVLELOLW\� YLD� IULHQGO\� :HE� LQWHUIDFHV�� EXW� DOVR� WKH
FDSDFLW\� RI� LQWHUDFWLQJ� ZLWK� RWKHU� DSSOLFDWLRQV�� HLWKHU
GHVLJQHG� DFFRUGLQJ� WR� WKH� VDPH�0$� VW\OH� RU� ZLWK� YHU\
GLIIHUHQW� SURJUDPPLQJ� PRGHOV�� DQG� HYHQ� ZLWK� OHJDF\
V\VWHPV��7KH�JRDO�RI� LQWHURSHUDELOLW\� UHTXLUHV� WR� LGHQWLI\
WKH� DVSHFWV� RI� WKH�0$� WHFKQRORJ\� FDQGLGDWH� WR� EHFRPH
VWDQGDUG��7KH�PDLQ� UHFRJQL]HG�HIIRUW� LQ� WKH� VWDQGDUGL]D�
WLRQ� WRZDUG� LQWHURSHUDELOLW\� RI� 2EMHFW�2ULHQWHG� FRPSR�
QHQWV� LV� &RPPRQ� 2EMHFW� 5HTXHVW� %URNHU� $UFKLWHFWXUH
�&25%$��� SURPRWHG� E\� WKH�2EMHFW�0DQDJHPHQW�*URXS
�20*�� >�@�� 7KH� 20*� ZRUNV� LQ� GLIIHUHQW� VSHFLDOL]HG



DUHDV�� DQG� RQH� RI� LWV� VXEJURXSV� KDV� GHILQHG� WKH�0$6,)
VWDQGDUG�>�@��0$6,)�LQWHJUDWHV�WKH�WUDGLWLRQDO�&�6�PRGHO
DQG� WKH� 0$� SDUDGLJP�� WKXV� SURYLGLQJ� &25%$�EDVHG
LQWHUIDFHV� IRU� DJHQW� UHJLVWUDWLRQ��PDQDJHPHQW� DQG� WUDQV�
IHU�� 7KHUH� DUH� DOVR� RWKHU� LQWHUHVWLQJ� DSSURDFKHV� WRZDUG
WKH� VWDQGDUGL]DWLRQ�RI�PDQ\� DVSHFWV� RI� WKH�0$� WHFKQRO�
RJ\��VXFK�DV�WKH�),3$�SURSRVDO�WKDW�IRFXVHV�RQ�WKH�GHIL�
QLWLRQ� RI� JHQHUDO� VWDQGDUG� ODQJXDJHV� DQG� SURWRFROV� IRU
FRPPXQLFDWLRQ�DQG�PDQDJHPHQW�RI�KHWHURJHQHRXV�DJHQWV
>�@�

6HFXULW\�LV�D�IXQGDPHQWDO�LVVXH�ZKHQ�GHDOLQJ�ZLWK�PR�
ELOH� DJHQWV� LQ� WKH� ,QWHUQHW� HQYLURQPHQW�� 0RELOLW\� LQ�
FUHDVHV� WKH� WKUHDW� RI� VHFXULW\� YLRODWLRQV�� GXH� WR� WKH� G\�
QDPLF�LQMHFWLRQ�RI�SRVVLEO\�PDOLFLRXV�DJHQWV�E\�XQWUXVWHG
XVHUV� WKDW� FDQ� FRPSURPLVH� WKH� UHVRXUFHV� RI� WKH� KRVWLQJ
QRGHV�� ,Q� DGGLWLRQ�� PRELOLW\� LQWURGXFHV� QHZ� VHFXULW\
LVVXHV��WKH�KRVWV�UHVSRQVLEOH�IRU�DJHQW�H[HFXWLRQ�FRXOG�WU\
WR� WDPSHU�ZLWK�DJHQW�FRGH�DQG�VWDWH� LQ�RUGHU� WR�GLVFORVH
DJHQW� SULYDWH� LQIRUPDWLRQ�� DQG� FRXOG� JDLQ� FRPSHWLWLYH
DGYDQWDJH�ZLWK� UHVSHFW� WR�RWKHU� QRGHV�� DQG� FRXOG� UHIXVH
WR�WUDQVIHU�WKH�DJHQW�WR�VXFFHVVLYH�H[HFXWLRQ�VLWHV��2Q�WKH
RQH� KDQG�� WKH� SUREOHP� RI� KRVW� SURWHFWLRQ� DJDLQVW� PDOL�
FLRXV� DJHQWV� KDV� EHHQ� H[WHQVLYHO\� LQYHVWLJDWHG�� 7HFK�
QRORJLHV�VXFK�DV�-DYD�VDQGER[HV�DQG�W\SH�VDIH�ODQJXDJHV
VHHP� WR� HIIHFWLYHO\� HQVXUH� WKDW� LQFRPLQJ� DJHQWV� FDQQRW
DFFHVV� LQIRUPDWLRQ� WKH\� DUH� QRW� DXWKRUL]HG� WR� DFW� XSRQ�
WKH\�FDQQRW�FDXVH�D�GHQLDO�RI�VHUYLFH�WR�RWKHU�DXWKRUL]HG
HQWLWLHV��DQG�WKH\�FDQQRW�GHOLEHUDWHO\�LQWHUIHUH�ZLWK�DJHQWV
RI�RWKHU�XVHUV�>�@��>�@��2Q�WKH�RWKHU�KDQG�� WKH�SURWHFWLRQ
RI�PRELOH�DJHQWV�DJDLQVW�PDOLFLRXV�EHKDYLRU�RI�H[HFXWLRQ
HQYLURQPHQWV�LV�VSHFLILF�WR�WKH�0$�WHFKQRORJ\�DQG�UHSUH�
VHQWV�DQ�DFWLYH�DQG�FKDOOHQJLQJ�UHVHDUFK�DUHD�LQYHVWLJDWHG
RQO\�E\�D�IHZ�SURSRVDOV�>�@��>�@�

7KH�SDSHU�GHVFULEHV�DQ�0$�IUDPHZRUN�FDOOHG�6HFXUH
DQG� 2SHQ� 0RELOH� $JHQWV� �620$�� DYDLODEOH� DW
KWWS���OLD�GHLV�XQLER�LW�5HVHDUFK�620$
��� WKDW� DQVZHUV� WKH�NH\� LVVXHV� UDLVHG�E\� WKH�DGRSWLRQ�RI
DQ� 0$� SURJUDPPLQJ� HQYLURQPHQW� IRU� WKH� ,QWHUQHW� DQG
RIIHUV� D� ODUJH� YDULHW\� RI� SROLFLHV� DQG� PHFKDQLVPV� WR
DFKLHYH� SURSHU� OHYHOV� RI� VHFXULW\� DQG� LQWHURSHUDELOLW\�
620$�KDV�EHHQ�H[SORLWHG�WR�EXLOG�VHYHUDO�DSSOLFDWLRQV�LQ
GLIIHUHQW�DUHDV��VXFK�DV�QHWZRUN�PDQDJHPHQW��PXOWLPHGLD
GLVWULEXWLRQ� DQG� H�FRPPHUFH�� ,Q� SDUWLFXODU�� WKH� SDSHU
VKRZV� 620$� LQ� WKH� DUHD� RI� H�FRPPHUFH�� WKH� UHSRUWHG
DSSOLFDWLRQ�KDV� VHUYHG� DV� D� WHVWEHG� IRU� WKH� YDOLGDWLRQ� RI
WKH� VHFXULW\� DQG� LQWHURSHUDELOLW\� PRGXOHV� RI� WKH� 620$
IUDPHZRUN�

��� 7KH�620$�3URJUDPPLQJ�(QYLURQPHQW

7KLV�VHFWLRQ�JLYHV�D�JHQHUDO�RYHUYLHZ�RI�WKH�DUFKLWHFWXUH
RI� WKH�620$�SURJUDPPLQJ� HQYLURQPHQW� DQG� WKHQ� SUHV�
HQWV�WKH�GHVLJQ�VROXWLRQV�DGRSWHG�WR�SURYLGH�WKH�RSHQLQJ
DQG�FORVLQJ�SURSHUWLHV�

����� 7KH�620$�DUFKLWHFWXUH
620$�LV�EDVHG�RQ�D�KLHUDUFK\�RI�ORFDOLW\�DEVWUDFWLRQV�WR
PRGHO�DQG�GHVFULEH�DQ\�NLQG�RI�RSHQ�DQG�JOREDO�GLVWULE�
XWHG� V\VWHP�� UDQJLQJ� IURP� VLPSOH�/$1V� WR� WKH� ,QWHUQHW�
$Q\� QRGH� RZQV� DW� OHDVW� RQH� SODFH� WKDW� FRQVWLWXWHV� WKH
DJHQW� H[HFXWLRQ� HQYLURQPHQW�� 6HYHUDO� SODFHV� FDQ� EH
JURXSHG� LQWR�D�GRPDLQ� DEVWUDFWLRQ� WKDW�FRUUHVSRQGV� WR� D
QHWZRUN�ORFDOLW\��,Q�HDFK�GRPDLQ��D�GHIDXOW�SODFH�KRVWV�D
JDWHZD\� WR� SHUIRUP� LQWHU�GRPDLQ� IXQFWLRQDOLW\�� WR�PDLQ�
WDLQ� GRPDLQ�VSHFLILF� UXQWLPH� LQIRUPDWLRQ� DQG� WR� SHUPLW
IXOO� LQWHJUDWLRQ� ZLWK� RWKHU� FRPSRQHQWV� YLD� WKH
LQWHURSHUDELOLW\�IDFLOLW\�

3ODFHV� DQG� GRPDLQV� DEVWUDFW� D� ORJLFDO� UHSUHVHQWDWLRQ
RI� V\VWHP� SK\VLFDO� UHVRXUFHV�� DQG� SHUPLW� XVHUV� DQG� DG�
PLQLVWUDWRUV� WR� H[SUHVV� WKHLU� QHHGV� LQ� WHUPV� RI� PRELOH
DJHQWV�� DQG� WR� GHYHORS� QHZ� DSSOLFDWLRQV� DQG� VHUYLFHV
EDVHG�RQ�PRELOH�FRGH��0RELOLW\�LV�DQ�LQWULQVLF�IHDWXUH�QRW
RQO\� RI� DJHQWV� EXW� DOVR� RI� PRVW� HQWLWLHV� LQ� WKH� 620$
V\VWHP�� H�J�� D�PRELOH� SODFH� LV� VXLWDEOH� IRU�PRGHOLQJ� WKH
EHKDYLRU�RI�D�QRPDGLF�WHUPLQDO�

7KH�620$�SURJUDPPLQJ� IUDPHZRUN� LV� GHVLJQHG� DF�
FRUGLQJ�WR�D�OD\HUHG�DUFKLWHFWXUH��EXLOW�RQ�WRS�RI�WKH�-DYD
9LUWXDO�0DFKLQH��-90���DV�GHSLFWHG�LQ�)LJXUH����620$
PDLQ�IHDWXUHV�DUH�SURYLGHG�E\�WKH�IDFLOLW\�OD\HU��WKDW�FRQ�
WDLQV� WKH� SULQFLSDO� IXQFWLRQDOLW\� WR� IXOO\� VXSSRUW� 0$�
EDVHG� DSSOLFDWLRQV�� 7KLV� OD\HU� LV� FRPSRVHG� E\� D� VHW� RI
EDVLF� IDFLOLWLHV� DQG� E\� WZR� GLVWLQJXLVKHG� FRPSRQHQWV� LQ
FKDUJH�RI�JUDQWLQJ�WKH�RSHQLQJ�DQG�FORVLQJ�SURSHUWLHV�

-DYD�9LUWXDO�0DFKLQH

+HWHURJHQHRXV�'LVWULEXWHG�6\VWHP

620$

)DFLOLWLHV

1DPLQJ

0XOWLPHGLD

'LVWULEXWLRQ

,QIRUPDWLRQ

5HWULHYDO

0LJUDWLRQ &RPPXQLF� 0RQLWRULQJ 3HUVLVWHQF\

6HFXULW\ ,QWHURSHUDELOLW\

620$

$SSOLFDWLRQV

(OHFWURQLF

6KRS

(OHFWURQLF

0DUNHWSODFH

)LJXUH����7KH�620$�OD\HUHG�DUFKLWHFWXUH�

7KH�620$�EDVLF�IDFLOLWLHV�LQFOXGH�
•� WKH�QDPLQJ�IDFLOLW\�WR�DVVRFLDWH�HQWLWLHV�ZLWK�JOREDOO\

XQLTXH�LGHQWLILHUV�DQG�WR�RUJDQL]H�WKHVH�LGHQWLILHUV�LQ
QDPH�V\VWHPV�WR�PDNH�SRVVLEOH�WKH�WUDFLQJ�RI�HQWLWLHV
HYHQ� LI� WKH\� PRYH�� 7KLV� IDFLOLW\� DOORZV� WR� SXW� WR�
JHWKHU� D� VHW� RI� GLIIHUHQW� QDPLQJ� V\VWHPV� �'16��
&25%$��� DQG� /'$3�FRPSOLDQW��� SRVVLEO\� FKDUDF�
WHUL]HG� E\� GLIIHUHQW� UHVROXWLRQ� SROLFLHV�� DQG� LV� FXU�
UHQWO\�LPSOHPHQWHG�E\�D�FRRUGLQDWHG�VHW�RI�GHGLFDWHG
DJHQWV�

•� WKH�PLJUDWLRQ�IDFLOLW\�WR�SHUPLW�WKH�PLJUDWLRQ�RI�RQH
HQWLW\� WKDW� VKRXOG� FKDQJH� LWV� DOORFDWLRQ�� 7KH� UHDOOR�



FDWHG�HQWLW\�VKRXOG�EH�WUDFHG�DOVR�LQ�WKH�QHZ�ORFDWLRQ
E\�DQ\�HQWLW\�LQ�QHHG�RI�LWV�VHUYLFHV��DQG�� LI� LW� LV�DF�
WLYH��VKRXOG� WUDQVSDUHQWO\� UHVWDUW� LWV� H[HFXWLRQ�DW� WKH
QHZ�ORFDWLRQ�

•� WKH�FRPPXQLFDWLRQ�IDFLOLW\�WR�SURYLGH�WRROV�IRU�FRRU�
GLQDWLRQ� DQG� FRPPXQLFDWLRQ� EHWZHHQ� SRVVLEO\� PR�
ELOH� HQWLWLHV��:LWKLQ� WKH� VDPH� SODFH�� DJHQWV� LQWHUDFW
E\�PHDQV�RI�VKDUHG�REMHFWV��VXFK�DV�EODFNERDUGV�DQG
WXSOH�VSDFHV�IRU�WLJKW�FRRSHUDWLRQ��2XWVLGH�WKH�VFRSH
RI�WKH�SODFH��DJHQWV�FDQ�SHUIRUP�FRRUGLQDWHG�WDVNV�E\
H[FKDQJLQJ� DV\QFKURQRXV� PHVVDJHV� WKDW� DUH� GHOLY�
HUHG�WR�DJHQWV�DOVR�LQ�FDVH�RI�PLJUDWLRQ�

•� WKH�PRQLWRULQJ� IDFLOLW\� WR� REVHUYH� WKH� VWDWH� RI� ORFDO
UHVRXUFHV� DQG� VHUYLFHV� DQG� WR� SURYLGH� WKLV� LQIRUPD�
WLRQ� WR� WKH� DSSOLFDWLRQ� OHYHO� IRU� SHUPLWWLQJ� G\QDPLF
DGDSWLYH� UHDFWLRQV��620$�FDQ�PRQLWRU�ERWK� V\VWHP
LQGLFDWRUV� �H�J�� &38� ORDG�� ILOH� V\VWHP� RFFXSDWLRQ�
SULQWHU�VWDWXV��DYDLODEOH�QHWZRUN�EDQGZLGWK�DQG�FRO�
OLVLRQ�UDWH��DQG�DSSOLFDWLRQ� LQGLFDWRUV� �H�J��DYDLODEOH
VHUYLFHV��SURJUDP�YHUVLRQLQJ��ORFDO�DJHQW�VWDWHV��

•� WKH�SHUVLVWHQF\�IDFLOLW\�WR�JLYH�WKH�SRVVLELOLW\�WR�VXV�
SHQG�WHPSRUDULO\�H[HFXWLQJ�DJHQWV�DQG�WR�VWRUH�WKHP
RQ� D� SHUVLVWHQW� PHGLXP�� 7KH� IDFLOLW\� DOORZV� DJHQWV
QRW�WR�ZDVWH�V\VWHP�UHVRXUFHV�ZKLOH�WKH\�DUH�ZDLWLQJ
IRU� H[WHUQDO� HYHQWV� VXFK� DV� WKH� UHFRQQHFWLRQ� RI� RQH
XVHU�RU� WHUPLQDO� WR�\LHOG�EDFN� WKH� UHVXOWV�RI�DXWRQR�
PRXVO\�SHUIRUPHG�RSHUDWLRQV�� ,Q� DGGLWLRQ�� LW� FDQ�EH
DOVR�H[SORLWHG�LQ�SURYLGLQJ�IDXOW�WROHUDQW�VROXWLRQV�E\
RUJDQL]LQJ�DQG�GLVVHPLQDWLQJ�VWRUHG�FRSLHV�RI�DJHQWV
>��@�

$V� VKRZQ� LQ� )LJXUH� ��� RQ� WRS� RI� WKH� EDVLF� IDFLOLWLHV� ZH
KDYH�UHDOL]HG�WZR�DGYDQFHG�620$�IDFLOLWLHV�WR�SURYLGH�D
ULFK�VHW�RI�PHFKDQLVPV�IRU�LQWHURSHUDELOLW\�DQG�VHFXULW\�

����� 7KH�620$�LQWHURSHUDELOLW\�)DFLOLW\
7KH�ODUJH�QXPEHU�RI�UHFHQWO\�LPSOHPHQWHG�0$�SODWIRUPV
VKRZV� WKH� LQWHUHVW� RI� WKH� GLVWULEXWHG� V\VWHPV� DUHD� LQ� WKH
0$�SURJUDPPLQJ�SDUDGLJP��7KLV�YDULHW\��KRZHYHU��ULVNV
WR�HQGDQJHU�LQWHURSHUDELOLW\�DQG�WR�OLPLW�WKH�JURZWK�RI�DQ
0$�DSSOLFDWLRQV�LQGXVWU\��7KH�RQO\�ZD\�WR�SURPRWH�ERWK
LQWHURSHUDELOLW\� DQG� V\VWHP� GLYHUVLW\� LV� WR� VWDQGDUGL]H
VRPH�DVSHFWV�RI�WKH�0$�WHFKQRORJ\�

,Q�WKH�DUHD�RI�WKH�WUDGLWLRQDO�&�6�DSSURDFK�WR�22�GLV�
WULEXWHG� FRPSXWLQJ�� &25%$� LV� WKH� XQLYHUVDOO\� DGRSWHG
VWDQGDUG� IRU� REMHFW�PDQDJHPHQW�� DSDUW� IURP� WKH� QRWDEOH
H[FHSWLRQ� RI� 0LFURVRIW� ZKLFK� KDV� LWV� RZQ� 'LVWULEXWHG
&RPSRQHQW� 2EMHFW�0RGHO� �'&20�� >��@�� &25%$� SXWV
WRJHWKHU� REMHFWV� WKDW� FDQ� FRPPXQLFDWH� WR� HDFK� RWKHU
DFURVV� ERXQGDULHV� VXFK� DV� QHWZRUN�� GLIIHUHQW� RSHUDWLQJ
V\VWHPV�� DQG�GLIIHUHQW� SURJUDPPLQJ� ODQJXDJHV��&25%$
SURYLGHV� QHWZRUN� WUDQVSDUHQF\�� RSHQQHVV� DQG
LQWHURSHUDELOLW\�� ,Q� DGGLWLRQ� WR� WKDW� FRUH� IXQFWLRQDOLW\�� LW
VSHFLILHV� DQ� H[WHQVLYH� VHW� RI� REMHFW� VHUYLFHV�� FRPPRQ
IDFLOLWLHV�DQG�DSSOLFDWLRQ�LQWHUIDFHV�

7KH�0$�PRGHO� HPERGLHV� D� QHZ� SURJUDPPLQJ� SDUD�
GLJP��GLVWLQJXLVKHG�IURP�WKH�&�6�RQH��DQG��FRQVHTXHQWO\�
GLIIHUHQW� IURP� WKH� &25%$� SURJUDPPLQJ� PRGHO� XQGHU
PDQ\�SRLQWV�RI�YLHZ��H�J��ORFDWLRQ�DZDUHQHVV�YV��QHWZRUN
WUDQVSDUHQF\���+RZHYHU��ZH�FODLP�WKDW�&25%$�FDQ�SOD\
D� IXQGDPHQWDO� UROH� LQ� DFKLHYLQJ� LQWHURSHUDELOLW\� DOVR� IRU
WKH�0$�WHFKQRORJ\��ZRUNLQJ�DV�D�VWDQGDUG�EULGJH�DPRQJ
SURSULHWDU\�LPSOHPHQWDWLRQV�

&25%$� FRPSOLDQFH� LPSRVHV� VRPH� DGGLWLRQDO� FRVWV�
HVSHFLDOO\� LQ� WHUPV� RI� UXQ�WLPH� SHUIRUPDQFH�� EXW� LW� LV
ZRUWK�WKH�WURXEOH�EHFDXVH�LW�HQVXUHV�RSHQQHVV�DQG�VWDELO�
LW\� WR� DSSOLFDWLRQV�� VDYLQJ� WKH� LQYHVWPHQWV� LQ�0$�EDVHG
SURJUDPPLQJ��2XU�VFHQDULR�SXWV�WRJHWKHU�WZR�PRGHOV��ZH
XVH�SURSULHWDU\�DQG�HIILFLHQW�VROXWLRQV�IRU�LQWHUQDO�RSHUD�
WLRQV� DPRQJ� 620$� HQWLWLHV�� EXW� SURYLGH� VWDQGDUG
&25%$� LQWHUIDFHV�� ERWK� IRU� H[SORLWLQJ� WKH� DYDLODEOH
&25%$�VHUYLFHV�DQG�IRU�PDNLQJ�620$�LWVHOI�D�&25%$
DSSOLFDWLRQ�REMHFW�

7KHUH�DUH� WKUHH�GLIIHUHQW�DVSHFWV� LQ�SURYLGLQJ�620$
FRPSOLDQFH�ZLWK�&25%$�
��� DQ� DJHQW� PD\� FDOO� H[WHUQDO� &25%$� REMHFWV� �620$

DJHQWV�DV�&25%$�FOLHQWV��
��� DQ�DJHQW�PD\�SXEOLVK�LWV�LQWHUIDFH�RQ�D�&25%$�25%

�620$�DSSOLFDWLRQV�DV�&25%$�VHUYHUV��
��� DQ\� H[WHUQDO� HQWLW\� PD\� PDQDJH� 620$� HQWLWLHV

WKURXJK� WKH� VWDQGDUG� 0$6,)� LQWHUIDFH
�LQWHURSHUDELOLW\� EHWZHHQ� 620$� DQG� RWKHU� 0$6,)�
FRPSOLDQW�0$�SODWIRUPV��

7KH� ILUVW� WZR� IHDWXUHV� DUH� REWDLQHG� YLD� WKH�&25%$�&�6
PRGXOH� RI� WKH� 620$� LQWHURSHUDELOLW\� IDFLOLW\�� ZKLFK
SURYLGHV�IXQFWLRQDOLW\�WR�VLPSOLI\�WKH�DSSOLFDWLRQ�GHVLJQHU
GXW\�LQ�GHSOR\LQJ�&25%$�FRPSOLDQW�FRPSRQHQWV��DJHQWV
FDQ�SOD\�WKH�UROH�RI�&25%$�FOLHQWV�RU�FDQ�UHJLVWHU�WKHP�
VHOYHV� DV�&25%$�VHUYHUV� WR�RIIHU� DQ� DSSOLFDWLRQ� DFFHVV
SRLQW�RXWVLGH�WKH�620$�V\VWHP��(YHQ�LI�WKHUH�LV�QR�FRQ�
FHSWXDO�SUREOHP�IRU�D�PRELOH�DJHQW�WR�UHJLVWHU�LWVHOI�DV�D
&25%$�VHUYHU��ZH�FXUUHQWO\�JUDQW�WKLV�SRVVLELOLW\�RQO\�WR
620$� DJHQWV� WKDW� GR� QRW� PLJUDWH� GXULQJ� WKHLU� OLIHWLPH
�VWDWLRQDU\� DJHQWV�� LQ� RUGHU� WR� DYRLG� WKH� EXUGHQ� RI
GH�UHJLVWHULQJ� WR� WKH� &25%$� 1DPLQJ� 6HUYLFH� DW� DQ\
PLJUDWLRQ�

7KH�WKLUG�IXQFWLRQDOLW\�LV�PRUH�FRPSOH[�DQ�LVVXH��DQG
LV� DGGUHVVHG� E\� WKH� 0$6,)� VWDQGDUG�� 0$6,)� GRHV� QRW
VXJJHVW�VWDQGDUGL]DWLRQ�RI�ORFDO�DJHQW�RSHUDWLRQV�VXFK�DV
DJHQW� LQWHUSUHWDWLRQ�� VHULDOL]DWLRQ�� H[HFXWLRQ� DQG� GHVHUL�
DOL]DWLRQ� EHFDXVH� WKHVH� DFWLRQV� DUH� DSSOLFDWLRQ� VSHFLILF�
DQG� WKHUH� LV�FXUUHQWO\�QR�UHDVRQ� WR� OLPLW�0$�V\VWHP� LP�
SOHPHQWDWLRQV�WR�D�VLQJOH� ULJLG�DUFKLWHFWXUH��0$6,)�SUR�
SRVHV� D� VWDQGDUGL]DWLRQ� IRU� DJHQW� DQG� DJHQW� V\VWHP
QDPHV��IRU�DJHQW�V\VWHP�W\SHV�DQG�IRU�ORFDWLRQ�V\QWD[��,W
GHILQHV� WZR� LQWHUIDFHV� �0$)$JHQW6\VWHP� DQG� 0$)�
)LQGHU�� ZLWK� WKH� W\SLFDO� VHWV� RI� IXQFWLRQDOLW\� UHVSHF�
WLYHO\� IRU� DJHQW� PDQDJHPHQW� DQG� IRU� DJHQW� WUDFNLQJ�
$JHQW�PDQDJHPHQW� DOORZV� DQ� H[WHUQDO� V\VWHP� WR� FRQWURO
DJHQWV� RI� D� 0$6,)�FRPSOLDQW� 0$� V\VWHP�� 0$6,)� GH�



ILQHV� LQWHUIDFHV� IRU� DFWLRQV� VXFK� DV� VXVSHQG�
LQJ�UHVXPLQJ�WHUPLQDWLQJ� DJHQWV� RU� IRU� PRYLQJ� DJHQWV
IURP� DQ�0$� V\VWHP� WR� DQRWKHU� RQH� LI� WKH� WZR� V\VWHPV
KDYH�D�FRPSDWLEOH�W\SH��$JHQW�WUDFNLQJ�SHUPLWV� WKH� WUDF�
LQJ�RI�DJHQWV� UHJLVWHUHG�ZLWK�0$))LQGHUV��ZKLFK�HVVHQ�
WLDOO\� SURYLGH� DQ� 0$� QDPH� VHUYLFH�� VLQFH� WKH� &25%$
1DPLQJ� 6HUYLFH� LV� QRW� VXLWDEOH� IRU� HQWLWLHV� OLNH� DJHQWV�
ZKLFK� DUH� PRELOH� E\� QDWXUH�� $JHQW� FRPPXQLFDWLRQ� LV
RXWVLGH� WKH� VFRSH� RI�0$6,)�� VLQFH� LW� LV� H[WHQVLYHO\� DG�
GUHVVHG�E\�&25%$�DV�REMHFW�FRPPXQLFDWLRQ�

7KH� &25%$� DQG� 0$6,)� VWDQGDUGV� UHFRJQL]H� WKH
QHHG�RI�VHFXULW\�LQIRUPDWLRQ�DQG�LWV�PDQDJHPHQW��DOO� WKH
LPSOHPHQWDWLRQV� DUH� UHTXLUHG� WR� LQWURGXFH� WRROV� DQG
PHFKDQLVPV� WR� HQIRUFH� VHFXULW\� ZKHQ� LQWHUDFWLQJ� ZLWK
H[WHUQDO� FRPSRQHQWV�� 620$� DOVR� FRQVLGHUV� WKH� DGGL�
WLRQDO� VHFXULW\� WKUHDWV� LQWURGXFHG� E\� &25%$
LQWHURSHUDELOLW\�� 2Q� WKH� RQH� KDQG�� VHQGLQJ�UHFHLYLQJ
&25%$�UHTXHVWV�UHSOLHV�UHTXLUHV�VHFXULW\� WHFKQLTXHV�IRU
FKDQQHO� HQFU\SWLRQ� WR� HQVXUH� SULYDF\� RQ� PHVVDJH� H[�
FKDQJH�� 2Q� WKH� RWKHU� KDQG�� WKH� SRVVLELOLW\� IRU� 620$
DJHQWV�WR�DFW�DV�&25%$�VHUYHUV�DQG�IRU�620$�SODFHV�WR
KRVW� QRQ�620$� DJHQWV� FDOO� IRU� PHFKDQLVPV� IRU� FOL�
HQW�DJHQW� DXWKHQWLFDWLRQ�� DXGLWLQJ� DQG� DFFHVV� FRQWURO�
620$�WDNHV� LQWR�DFFRXQW� WKH� VHFXULW\�SUREOHPV�E\�SUR�
YLGLQJ� VROXWLRQV� FRPSOLDQW� WR� ERWK� &25%$� 6HFXULW\
6HUYLFHV� �&25%$� 66V�� >��@� DQG� 0$6,)� VHFXULW\� IHD�
WXUHV�

����� 7KH�620$�6HFXULW\�IDFLOLW\
620$� DGGUHVVHV�� DV� D� GLVWLQFWLYH� IHDWXUH�� WKH� VHFXULW\
LVVXHV�WKDW�HPHUJH�LQ�WKH�FRQWH[W�RI�UHDO�0$�DSSOLFDWLRQV
UXQQLQJ�RYHU�WKH�,QWHUQHW��$�FUXFLDO�JRDO�RI�0$�VHFXULW\
LV� WR� LGHQWLI\� WKH� DSSOLFDWLRQ�VSHFLILF� SURSHU� EDODQFH
EHWZHHQ� GLIIHUHQW� DQG� VRPHWLPHV� FRQWUDVWLQJ� UHTXLUH�
PHQWV�� IOH[LELOLW\�� XVDELOLW\�� DQG� HIILFLHQF\�� )RU� WKLV� UHD�
VRQ�� WKH� 620$� SURJUDPPLQJ� HQYLURQPHQW� SURYLGHV� D
ODUJH� YDULHW\� RI� VHFXULW\�PHFKDQLVPV�� SROLFLHV� DQG� WRROV
IRU�WKH�H[HFXWLRQ�VLWHV�DQG�WKH�DJHQWV�ZKLOH�ERWK�PLJUDW�
LQJ� RYHU� LQVHFXUH� QHWZRUNV� DQG� H[HFXWLQJ� LQ� PDOLFLRXV
KRVWV�� WR� IOH[LEO\� DQVZHU� WKH� GLIIHUHQW� UHTXLUHPHQWV� RI
DSSOLFDWLRQ� GHVLJQHUV��:KHQHYHU� SRVVLEOH�� 620$� VHFX�
ULW\�PRGHO�KDV�EHHQ� LPSOHPHQWHG�E\� WDNLQJ� LQWR�DFFRXQW
RQO\� WKH� VWDQGDUG� VHFXULW\� VROXWLRQV�XVXDOO\�HPSOR\HG� LQ
GLVWULEXWHG�V\VWHPV�� ,Q� IDFW�� WKH�GHVLJQ�DQG� WKH� H[SORLWD�
WLRQ� RI� DG� KRF� VHFXULW\� PHFKDQLVPV� FRXOG� UHTXLUH� WRR
JUHDW� DQ� HIIRUW�� DQG��PRUH� LPSRUWDQW�� QRQ� VWDQGDUG� WRROV
DUH�XQOLNHO\�WR�EH�DFFHSWHG�

:LWK� UHJDUG� WR� WKH� SURWHFWLRQ� RI� H[HFXWLRQ� VLWHV�� WKH
GHILQLWLRQ� RI� GLIIHUHQW� ORFDOLW\� DEVWUDFWLRQV� DOORZV� WR
HQIRUFH� OD\HUHG� VHFXULW\� SROLFLHV� LQ� ZKLFK� DFWLRQV� DUH
FRQWUROOHG� DW� ERWK� GRPDLQ� DQG� SODFH� OHYHO�� 7KH� GRPDLQ
GHILQHV� D� JOREDO� VHFXULW\� SROLF\� WKDW� LPSRVHV� JHQHUDO
DXWKRUL]DWLRQV� DQG� SURKLELWLRQV�� HDFK� SODFH� FDQ� RQO\
DSSO\�UHVWULFWLRQV�WR�WKH�GRPDLQ�OHYHO�VHW�RI�SHUPLVVLRQV�

$XWKHQWLFDWLRQ�DQG�DXWKRUL]DWLRQ�DUH�HQIRUFHG�DW�ERWK
GRPDLQ� DQG� SODFH� OHYHO�� $JHQWV� HQWHULQJ� D� GRPDLQ� DUH
DXWKHQWLFDWHG�RQ�WKH�EDVLV�RI�WKHLU�FUHGHQWLDOV�ZKLFK�DUH�D
VHULHV� RI� XQIRUJHDEOH� LQIRUPDWLRQ� VXFK� DV� WKH� QDPHV� RI
WKH� RULJLQDWLQJ� GRPDLQ� DQG� SODFH�� DQG� WKH� QDPH� RI� WKH
SULQFLSDO�WKH�DJHQW�DFWV�RQ�EHKDOI�RI�

2QFH�DXWKHQWLFDWHG��WKH�DJHQWV�DUH�DXWKRUL]HG�WR�LQWHU�
DFW�ZLWK�WKH�UHVRXUFHV�RQ�WKH�EDVLV�RI�WKH�FXUUHQW�VHFXULW\
SROLF\�� HDFK� RI� WKH� UHVRXUFHV� KDV� LWV� VSHFLILF� UROH�EDVHG
DFFHVV�FRQWURO��5%$&��OLVW�IRU�DOO�SULQFLSDOV� >��@�� ,Q� WKH
5%$&� PRGHO� SHUPLVVLRQV� DUH� DVVLJQHG� WR� UROHV� UDWKHU
WKDQ�WR�LQGLYLGXDO�XVHUV�LQ�RUGHU�WR�LPSURYH�PDQDJHDELO�
LW\�� VHFXULW\� SROLFLHV� GR� QRW� KDYH� WR� EH� FKDQJHG� ZKHQ
XVHUV� DUH� DVVLJQHG� WR� QHZ� UROHV�� :KHQHYHU� D� 620$
DJHQW� LV� LQVWDQWLDWHG�� LW� LV� SURYLGHG� WKHQ�ZLWK� D� UROH� FHU�
WLILFDWH�>��@�DVVRFLDWLQJ�LQ�D�VHFXUH�PDQQHU�WKH�DJHQW�ZLWK
WKH� FRUUHVSRQGHQW� UROH� RI� LWV� RZQHU�� 7KH� DJHQW� LV� WKHQ
DXWKRUL]HG� WR� DFFHVV� UHVRXUFHV� RQ� WKH� EDVLV� RI� LWV� UROH
FHUWLILFDWH�

620$�SURWHFWV�WKH�DJHQWV�PRYLQJ�LQ�DQ�XQWUXVWHG�HQ�
YLURQPHQW�LQ�WHUPV�RI�ERWK�VHFUHF\�DQG�LQWHJULW\��6HFUHF\
LV� DFKLHYHG� E\� XVLQJ� HQFU\SWHG� DQG� DXWKHQWLFDWHG� FKDQ�
QHOV��7KH�SURWHFWLRQ�RI�DJHQWV�DJDLQVW�SRVVLEO\�PDOLFLRXV
KRVWLQJ�SODFHV� UHTXLUHV� WR� HQVXUH� WKH� LQWHJULW\�RI�PRELOH
DJHQW�� WR� GHWHFW� DQ\� SRVVLEOH� PRGLILFDWLRQ� RI� WKH� GDWD
FROOHFWHG� E\� DJHQWV�PRYLQJ� LQ� DQ� XQWUXVWHG� GRPDLQ�� 7R
WKLV�SXUSRVH��620$�SURYLGHV�D�QXPEHU�RI�LQWHJULW\�SUR�
WRFROV� WKDW� FDQ� VXLW� GLIIHUHQW� DSSOLFDWLRQ� VFHQDULRV� E\
EDODQFLQJ�DSSOLFDWLRQ�VSHFLILF� UHTXLUHPHQWV�DQG�SURWRFRO
HIILFLHQF\�DQG�VFDODELOLW\�>��@�

7KH�620$�VHFXULW\� IDFLOLW\�SURYLGHV� DGYDQFHG� VHFX�
ULW\� VHUYLFHV�� VXFK� DV� FHUWLILFDWLRQ� DQG� UROH�SROLF\� PDQ�
DJHPHQW� VHUYLFHV�� 620$� XVHUV� UHJLVWHU� RIIOLQH� WR� D
620$� GRPDLQ� LQ� RUGHU� WR� EH� LGHQWLILHG� DQG� FDQ� WKHQ
DFTXLUH� WKHLU� FUHGHQWLDOV� WKURXJK� DQ� RQOLQH� FHUWLILFDWLRQ
SURFHVV��,Q�DGGLWLRQ��WKH�620$�VXSSRUW�SURYLGHV�WRROV�WR
VLPSOLI\�WKH�G\QDPLF�PDQDJHPHQW�RI�SROLFLHV�DQG�UROHV�WR
DXWKRULVHG�DGPLQLVWUDWRUV��)RU�LQVWDQFH��RQH�DGPLQLVWUDWRU
FDQ�FKDQJH� WKH�V\VWHP�VHFXULW\�SROLF\�RI�RQH�GRPDLQ�E\
XVLQJ� D� JUDSKLFDO� SROLF\� HGLWRU� DQG� WKHVH� PRGLILFDWLRQV
DUH� SURSDJDWHG� DXWRPDWLFDOO\� WR� DOO� WKH� SODFHV� ZLWKLQ� D
GRPDLQ�� ZLWK� QR� VHUYLFH� VXVSHQVLRQ�� $QRWKHU� JUDSKLFDO
WRRO� WR�PDQDJH� UXQ�WLPH� UROHV� SHUPLWV� DGPLQLVWUDWRUV� WR
GHILQH� QHZ� UROHV� DQG� XSGDWH� H[LVWLQJ� RQHV�� DVVRFLDWLQJ
SULQFLSDOV�ZLWK�UROHV��DQG�DXWRPDWLFDOO\�JHQHUDWLQJ�FRUUH�
VSRQGLQJ�SODFH�SROLFLHV�

7KH�ZLGH�YDULHW\�RI�VHFXULW\�PHFKDQLVPV�DYDLODEOH�LQ
620$�� DQG� WKH� FOHDU� GLVWLQFWLRQ� EHWZHHQ� PHFKDQLVPV
DQG� SROLFLHV� JLYH� WKH� SRVVLELOLW\� WR� GHFLGH� D� VXLWDEOH
WUDGH�RII� EHWZHHQ� VHFXULW\� QHHGV� DQG� UHTXLUHG� SHUIRUP�
DQFHV�� WDLORUHG� RQ� VSHFLILF� FLUFXPVWDQFHV�� $JHQWV� IURP
LQWHUQDOO\�WUXVWHG�GRPDLQV�FDQ�GLUHFWO\�DFFHVV�WR�DXWKRUL�
]DWLRQ� FKHFN�� ZKLOH� DJHQWV� IURP� XQWUXVWHG� RQHV� KDYH� WR
RYHUWDNH� DOO� WKH� VHFUHF\�� LQWHJULW\�� DXWKHQWLFDWLRQ� DQG
DXWKRUL]DWLRQ�VWHSV�



�� 620$�0RELOH�$JHQWV�IRU�(�FRPPHUFH

:H� KDYH� DOUHDG\� H[SORLWHG� WKH� 620$� IUDPHZRUN� WR
GHVLJQ�� LPSOHPHQW�DQG�GHSOR\�0$�EDVHG�DSSOLFDWLRQV� LQ
VHYHUDO�DUHDV�� IURP�QHWZRUN�DQG�V\VWHPV�PDQDJHPHQW� WR
H�FRPPHUFH� �SUHVHQWHG� LQ� WKH� IROORZLQJ��� IURP� DGDSWLYH
PXOWLPHGLD� GLVWULEXWLRQ�ZLWK�4XDOLW\� RI� 6HUYLFH� UHTXLUH�
PHQWV� WR� DXWRQRPRXV� UHWULHYDO� RI� KLJKO\� KHWHURJHQHRXV
LQIRUPDWLRQ�IRU�YLUWXDO�PXVHXP�VHUYLFHV��+HUH��ZH�LQWHQG
WR� SUHVHQW� WKH� H[SHULHQFH� LQ� WKH� UHDOLVDWLRQ� RI� DQ� H�
PDUNHWSODFH� HQYLURQPHQW� LPSOHPHQWHG� LQ� WKH� 620$
SURJUDPPLQJ� IUDPHZRUN�� :H� GHVFULEH� WKLV� H[SHULHQFH
EHFDXVH� H�FRPPHUFH� RSHUDWLRQV� VWUHVV� WR� WKH� OLPLW� WKH
LQWHURSHUDELOLW\�DQG�VHFXULW\�IHDWXUHV�RI�620$�

���� 0RELOH�$JHQWV�IRU�(�FRPPHUFH
7KH� ,QWHUQHW�DQG� WKH� DJHQW� WHFKQRORJ\�KDYH�SRLQWHG�RXW
WKH� SRVVLELOLW\� RI� QHZ� EXVLQHVV�PRGHOV� UDQJLQJ� IURP� H�
VKRSV� DQG� H�DXFWLRQV� WR� YLUWXDO� HQWHUSULVHV� DQG� H�
PDUNHWSODFHV�

7KH� ,QWHUQHW� UHSUHVHQWV� WKH�PRVW� VXLWDEOH� JOREDO� QHW�
ZRUN� VXSSRUW� IRU� H�FRPPHUFH� DSSOLFDWLRQV�� ZKHUH� VHUY�
LFHV� DUH� DYDLODEOH� WR� SRWHQWLDO� FXVWRPHUV� ZLWKRXW� DQ\
WHPSRUDO� DQG� VSDWLDO� OLPLW�� 7KH� VRIWZDUH� DJHQW� WHFKQRO�
RJ\�VHHPV�DQ�DWWUDFWLYH�SDUDGLJP�WR�VXSSRUW�H�FRPPHUFH
DSSOLFDWLRQV�� EHFDXVH� DJHQWV� DFWLQJ� RQ� EHKDOI� RI� HQG�
FRQVXPHUV�FRXOG�UHGXFH�WKH�HIIRUWV�UHTXLUHG�WR�FRPSOHWH
DQ� H�FRPPHUFH� WUDQVDFWLRQ�� $JHQWV� DUH� LQWULQVLFDOO\
DXWRQRPRXV� DQG� FDQ� EH� HDVLO\� SHUVRQDOLVHG� WR� HPERG\
HQG�FRQVXPHU�SUHIHUHQFHV��,Q�DGGLWLRQ��WKH\�DUH�DGDSWLYH
DQG�FDSDEOH�RI�OHDUQLQJ�IURP�ERWK�SDVW�DFWLRQV�DQG�WKHLU
HQYLURQPHQW�� LQ� RUGHU� WR� FRSH� ZLWK� FKDQJLQJ� QHWZRUN
FRQGLWLRQV� DQG� HYROYLQJ� XVHU� UHTXLUHPHQWV�� 7KH� DERYH
IHDWXUHV� SHUPLW� DJHQWV� WR� DGG� YDOXH� WR� WKUHH� SULPDU\� H�
FRPPHUFH�GLPHQVLRQV��LQIRUPDWLRQ�ILOWHULQJ��LQIRUPDWLRQ
JDWKHULQJ�DQG�UHWULHYDO��DQG�G\QDPLF�DQG�IOH[LEOH�H[HFX�
WLRQ� RI� WUDQVDFWLRQV� >��@� $JHQW�EDVHG� HOHFWURQLF� VKRSV�
DXFWLRQV�� DQG� PDUNHWSODFHV� KDYH� GHPRQVWUDWHG� WKH� SR�
WHQWLDO�RI�VRIWZDUH�DJHQWV�>��@��>��@�

$GGLQJ� PRELOLW\� WR� VRIWZDUH� DJHQWV� LQFUHDVHV� HYHQ
IXUWKHU� WKH� SRWHQWLDO� RI� DSSOLFDWLRQV� LQ� WKH� H�FRPPHUFH
DUHD�� 7R� DFFRPSOLVK� WKHLU� JRDOV�� PRELOH� DJHQWV� FDQ� QRW
RQO\� DXWRQRPRXVO\� DFW� DQG� QHJRWLDWH� RQ� EHKDOI� RI� WKHLU
FUHDWRUV�LQ�DQ�H�FRPPHUFH�VHUYLFH�SURYLGHU��EXW�FDQ�DOVR
DXWRQRPRXVO\� GHFLGH� WR� PRYH� IURP� RQH� H�FRPPHUFH
VHUYLFH�SURYLGHU�WR�DQRWKHU�

����������$�620$�(�PDUNHWSODFH
$Q� H�PDUNHWSODFH� FRQVLVWV� RI� D� FROOHFWLRQ� RI� H�VKRSV
UXOHG�E\� WKH� H�PDUNHWSODFH�RZQHU� LQ� FKDUJH�RI� HQVXULQJ
WKH�WUDQVDFWLRQV�EHWZHHQ�FRQVXPHUV�DQG�H�VKRS�SURYLGHUV
DQG� RI� VXSSRUWLQJ� WKH� QHFHVVDU\� WHFKQRORJLFDO� LQIUD�
VWUXFWXUH��7KH�620$�HQYLURQPHQW�FDQ�KHOS�LQ�WKH�UHDOL�

VDWLRQ�RI�DQ�H�PDUNHWSODFH��$�PDUNHW�LV�UHSUHVHQWHG�E\�D
620$� GRPDLQ� DQG� DQ\� H�VKRS� LV� DVVRFLDWHG� ZLWK� D
620$� SODFH�� 620$� KHOSV� LQ� WKH� DXWRPDWLRQ� RI� H�
PDUNHWSODFH�DFWLYLWLHV�E\�SURYLGLQJ�WKH�UHTXLUHG�QDPLQJ�
FRPPXQLFDWLRQ� DQG� VHFXULW\� IDFLOLWLHV�� DOO� SDUWLFLSDQWV
FDQ� HDVLO\� ILQG� HDFK� RWKHU� WKURXJK� WKH� QDPLQJ� IDFLOLW\�
DQG� FRQVXPHUV�VHOOHUV� FDQ� H[FKDQJH� LQIRUPDWLRQ� DQG
QHJRWLDWH�FRQGLWLRQV�LQ�D�VHFXUH�ZD\�

(DFK� H�PDUNHWSODFH� SDUWLFLSDQW� FDQ� H[SORLW� VSHFLILF
JRDO�GULYHQ�620$�PRELOH�DJHQWV��VHH�)LJXUH����
•� EX\LQJ� DJHQWV� UHSUHVHQW� FRQVXPHUV�� 620$� EX\LQJ

DJHQWV�FDQ�H[SORLW�PRELOLW\�WR�YLVLW�GLIIHUHQW�PDUNHWV
WR� FROOHFW� LQIRUPDWLRQ��0RELOLW\� SHUPLWV� WR� SHUIRUP
DOO� WKH� UHTXLUHG� RSHUDWLRQV� ORFDOO\� WR� WKH� LQYROYHG
PDUNHWSODFH��ZLWKRXW�WKH�QHHG�RI�PDLQWDLQLQJ�UHOLDEOH
FRQQHFWLRQV�ZLWK� UHPRWH� KRVWV�� &RQVXPHUV� FDQ� GLV�
FRQQHFW�ZKLOH�WKHLU�DJHQWV�URDP�LQ�WKH�QHWZRUN�WR�UH�
GXFH�FRQQHFWLRQ�FRVWV�

•� PDQDJHPHQW�DJHQWV�FDQ�VXSSRUW�H�PDUNHWSODFH�RZQ�
HUV�LQ�WKH�VHWXS�RI�H�VKRS�SURYLGHUV�DQG��FRQVXPHUV�
0DQDJHPHQW� DJHQWV� FDQ�EH� LQVWDQWLDWHG� WR� DXWRPDWH
WKH� GLVWULEXWLRQ� WR� H�VKRS� SURYLGHUV� RI� LQIRUPDWLRQ
UHJDUGLQJ� WKH�PDUNHWSODFH�� VXFK�DV� VKDUHG� UHVRXUFHV
RU�PDUNHWSODFH�JHQHUDO�VHFXULW\�SROLFLHV�

•� DGYHUWLVLQJ�DJHQWV�DUH�D�NLQG�RI�PDQDJHPHQW�DJHQWV
WKDW�DQ�H�PDUNHWSODFH�RZQHU�FDQ�H[SORLW�WR�DGYHUWLVH
WKH�VHUYLFHV�RIIHUHG�E\�WKH�PDUNHWSODFH��:KHQ�D�FRQ�
VXPHU�ILUVWO\�MRLQV�D�PDUNHW��DQ�DGYHUWLVLQJ�DJHQW�FDQ
EH�VHQW�WR�WKH�FRQVXPHU�QRGH�WR�FRQILJXUH�KHU�EX\LQJ
V\VWHP�ZLWK� WKH�SHUWLQHQW� OLVW�RI�H�VKRS�DQG�SURGXFW
GHVFULSWLRQV�

)LJXUH����$�620$�EDVHG�H�PDUNHWSODFH�

,QWHURSHUDELOLW\�LV�D�IXQGDPHQWDO� UHTXLUHPHQW� WR�SUR�
YLGH�LQWHJUDWLRQ�ZLWK�SRVVLEO\�KHWHURJHQHRXV�OHJDF\�V\V�
WHPV�� ,Q� IDFW�� H�VKRS� SURYLGHUV� DUH� OLNHO\� WR� PDLQWDLQ
LQIRUPDWLRQ�DERXW� WKHLU�SURGXFWV�DOUHDG\�VWRUHG� LQ�H[LVW�
LQJ�GDWDEDVHV�DQG�OHJDF\�FRPSRQHQWV��7KHLU�VHUYLFH�SUR�
YLVLRQ� YLD� H�PDUNHWV� LV� VLJQLILFDQWO\� DFFHOHUDWHG� E\� WKH



SRVVLELOLW\�RI�HQFDSVXODWLQJ�DQG�UHXVLQJ�DOUHDG\�DYDLODEOH
UHVRXUFHV� DQG� VHUYLFHV�� (�VKRSV� FDQ� SURYLGH� DFFHVV� WR
WKHLU�SURGXFW�GDWDEDVHV�YLD�DSSURSULDWH�&25%$�VHUYHUV�
WKXV�PDNLQJ�DYDLODEOH�WKH�LQIRUPDWLRQ�WR�EX\LQJ�DJHQWV�

6HFXULW\� LV� DQRWKHU� EDVLF� FRQFHUQ� LQ� H�PDUNHWSODFHV�
ERWK� H�VKRS� DQG� FRQVXPHU� LQWHUHVWV� VKRXOG�EH�SURWHFWHG
ZLWK�DSSURSULDWH�VHFXULW\�VROXWLRQV��7KH�620$�VHFXULW\
IUDPHZRUN�DGDSW�WR�WKH�VHFXULW\�UHTXLUHPHQWV�RI�H�VKRSV
DQG� FRQVXPHUV� E\� SURYLGLQJ� WKH� QHFHVVDU\� DXWKHQWLFD�
WLRQ��DXWKRULVDWLRQ��VHFUHF\�DQG�LQWHJULW\�VHUYLFHV��0RELOH
DJHQWV�DUH�DXWKHQWLFDWHG�RQ�WKH�EDVLV�RI�WKHLU�UHVSRQVLEOH
XVHUV�DQG�DXWKRULVHG�RQ�WKH�EDVLV�RI�FRUUHVSRQGLQJ�UROHV�
)RU�H[DPSOH��D�FXVWRPHU�FDQ�DOORZ�LQ�RQO\�WKH�DGYHUWLV�
LQJ� DJHQWV� VHQW� DQG� VLJQHG� E\� RQH� WUXVWHG� PDUNHWSODFH
RZQHU��ZKLOH�VKH�FDQ�GLVFDUG�DQ\�RWKHU�LQFRPLQJ�DJHQW�LQ
RUGHU� WR� UHGXFH� WKH� ULVN� RI� VHFXULW\� WKUHDWV�� ,W� LV� ZRUWK
QRWLFLQJ� WKDW� WKH� IOH[LEOH� FKRLFH� LQ� 620$� RI� GLIIHUHQW
VHFXULW\� VROXWLRQV� DOORZV� DQ\� 620$� H�PDUNHWSODFH� WR
VSHFLI\� LWV� VXLWDEOH� OHYHO� RI� VHFXULW\� DQG� WR� VHOHFW� WKH
QHHGHG�VHFXULW\�PHFKDQLVPV�DFFRUGLQJO\�

��� &RQFOXVLRQV

7KH�0$�WHFKQRORJ\�VHHPV�WR�EH�DQ�HOHJDQW�DQG�XQLIRUP
VROXWLRQ� WR� D� ZLGH� VSHFWUXP� RI� DSSOLFDWLRQ� DUHDV�� IURP
QHWZRUN� DQG� V\VWHPV�PDQDJHPHQW� WR�PRELOH� FRPSXWLQJ�
IURP�GLVWULEXWHG� LQIRUPDWLRQ� UHWULHYDO� WR�HOHFWURQLF�FRP�
PHUFH�� 0DQ\� 0$� V\VWHPV� DOUHDG\� H[LVW�� EXW� WKH� PDMRU
OLPLW� WR� WKHLU� XVH� LQ� UHDO� FRPSOH[� DSSOLFDWLRQV� IRU� WKH
,QWHUQHW� VWHPV� IURP� WKHLU� ODFN� RI� VHFXULW\� DQG
LQWHURSHUDELOLW\�

620$�KDV�EHHQ�GHVLJQHG�WR�SURYLGH�DQ�LQWHJUDWHG�DS�
SURDFK�WR�VHFXULW\��:H�KDYH�LPSOHPHQWHG�VHYHUDO�PHFKD�
QLVPV� WR� SURWHFW� ORFDO� UHVRXUFHV� IURP� PDOLFLRXV� DJHQWV�
DJHQWV� IURP� XQWUXVWHG� KRVWV�� DQG� FRPPXQLFDWLRQ� DPRQJ
620$� HQWLWLHV�� LQ� RUGHU� WR� REWDLQ� D� VXLWDEOH� EDODQFLQJ
EHWZHHQ�VHFXULW\�DQG�SHUIRUPDQFHV�

,QWHURSHUDELOLW\� DPRQJ� GLIIHUHQW� 0$� V\VWHPV� VHHPV
WKH�RWKHU�PLVVLQJ�HOHPHQW�WR�OHYHUDJH�WKH�JURZWK�RI�0$
DSSOLFDWLRQV� LQGXVWU\��620$�IDFHV� WKH� LVVXH�RI�&25%$
FRPSOLDQFH��FDUHIXOO\�WDNLQJ�LQWR�DFFRXQW�LWV�FRVW�LQ�WHUPV
RI�WKH�DGGHG�V\VWHP�RYHUKHDG��620$�DJHQWV�FDQ�SOD\�WKH
UROH�RI�&25%$�FOLHQWV�VHUYHUV��RQH�SODFH�IRU�GRPDLQ��DW
OHDVW�� SXEOLVKHV� WKH� 0$6,)� LQWHUIDFH� WR� WKH� &25%$
25%�� WKXV�SHUPLWWLQJ� WKH� IXOO� LQWHURSHUDELOLW\�ZLWK�RWKHU
H[WHUQDO� DQG� DXWKRUL]HG� &25%$� V\VWHPV�� HLWKHU� 0$�
EDVHG�RU�QRW�

620$�PDNHV�DYDLODEOH�D�ODUJH�YDULHW\�RI�PHFKDQLVPV�
SROLFLHV� DQG� WRROV� WR� DFKLHYH� IOH[LEO\� SURSHU� OHYHOV� RI
VHFXULW\� DQG� LQWHURSHUDELOLW\��7KHVH� SURSHUWLHV�PDNH� RXU
SURJUDPPLQJ� IUDPHZRUN� SDUWLFXODUO\� VXLWDEOH� IRU� WKH
GHVLJQ�� LPSOHPHQWDWLRQ� DQG� GHSOR\PHQW� RI� GLVWULEXWHG
VHUYLFHV� LQ� VHYHUDO� DSSOLFDWLRQ� GRPDLQV�� VXFK� DV� H�
FRPPHUFH�� ,Q�SDUWLFXODU��ZH�KDYH� H[WHQVLYHO\�ZRUNHG� LQ

WKH� H�FRPPHUFH� DUHD�� ZKHUH� DJHQWV� IXOILOO� WKH� FXVWRPHU
DQG� H�VKRS� SURYLGHUV� QHHGV� E\� VXSSRUWLQJ� H�FRPPHUFH
WUDQVDFWLRQV�RQ� WKHLU� EHKDOI� DQG� E\� KHOSLQJ� LQ� WKH� LQIRU�
PDWLRQ�JDWKHULQJ��ILOWHULQJ��DQG�QHJRWLDWLRQ�SKDVHV�
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